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Abstract: Large number of active devices over the internet
needs to manage huge amount of data. Demand for security of
data stored in networked devices with limited computational
power and battery life is challenging. Elliptic curve cryptography
with smaller key size and less computational overheads protects
data at lower cost. Elliptic curve cryptography requires the input
to be encoded to the elliptic curve prior to encryption. This paper
proposes a novel method for mapping plaintext characters as
coordinates of elliptic curve in prime field. It is done by
generating elliptic curve coordinates over the arithmetic
operations performed on matrices built from ascii codes and its
security is highly strengthened by scalar multiplication over base
point G of the chosen elliptic curve. Choice of random number
and private key for Elliptic curve cryptography can be further
strengthened by the proposed novel cryptographically strong
pseudorandom generator of 128 bits. It uses large space for
choice of seed value to avoid brute force attacks and is built with
permutation, substitution and x-or operations.

Keywords: Elliptic Curve Cryptography, mapping,
multiplication, pseudo randomness, permutation, security.
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l. Introduction

Parallel advancements in computing field necessitate the
protection of sensitive data stored in devices over the network
[1]-[3].Information security is highly demanded as the digital
technology is growing fast. Large amount of data including
personal details are kept in various online social media and l1oT
devices. Sensitive data needs protection using fast and
compact algorithms. Along with developments in technology
chances of attacks are also increasing.

Cryptography is a branch deals with security of data.
Confidentiality, integrity and availability are the triads of
information security [4]. Confidentiality refers to protecting
the data by encoding to another form making it difficult for
attackers to read. Integrity ensures data is not altered.
Availability refers to easy availability of the encoded data.

Cryptography deals with encryption and decryption algorithms.

Different schemes of cryptography viz. Symmetric Key
Cryptography (SKC), Public Key Cryptography (PKC) and
Pairing Based Cryptography (PBC) algorithms are available
for securing the data. Key distribution is a great overhead in
SKC and hence PKC is used for key management [5].
Rivest-Shamir-Adleman  (RSA) and  Elliptic  Curve
Cryptography (ECC) are popular among the PKC algorithms.
PKC is strongly based on the intractability of the mathematical
problems based on geometry, algebra and number theory.
Elliptic curves are used by PBC but pairing operation on
elliptic curves requires heavier computations [6].

RSA algorithms with 1024 bit key size is being
considered as secure, but uncertainties on it are arising as the
computing power is increasing steeply. Now-a-days
cryptographic systems using RSA are forced to shift to
2048bits or higher key size. ECC provide better security level
with less key size than RSA [7]. Increasing key size causes
larger memory requirements in devices using RSA. In this
context several enterprises are switching over to ECC
cryptosystems or Elliptic Curve Integrated Encryption Scheme
(ECIES) [8].

ECC needs an encoding and decoding function for
mapping messages to elliptic curve points and vice versa.
Encryption and decryption using ECC can be performed only
over affine points of elliptic curves. Many research works are
been carried over elliptic curve mapping functions for
developing secure cryptosystems. Several existing methods
make use of ascii codes, but produces similar encoded points
for same letters making brute force attack possible. The other
methods are found to have the overheads of exchanging long
common lookup tables.

This paper proposes SM-Mapping, a novel one to one
mapping method for plaintext characters to elliptic curve over
prime field using matrix containing values synthesized from
ascii codes of plain text and matrix of scalar values of base
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point G of chosen elliptic curve. The proposed method uses
block by block encoding to make same characters getting
mapped to different elliptic curve points to prevent brute force
attack. No long common lookup tables are to be exchanged in
this method. Point addition and point multiplication makes it
difficult for an adversary to attack.

Pseudorandom numbers are required for accessing data for
various applications over internet. Many pseudorandom
generators available today are not secure on its randomness.
Pseudo randomness is to be achieved based on computational
unpredictability and in distinguishability. Pseudorandom
generators satisfying the criteria for cryptography can be called
as cryptographic pseudorandom generator. Pseudorandom
generator SM-rand used in this proposed algorithm produces
highly random unique 128 bit binary. The initial seed is of 96
bit and it is truly unpredictable in polynomial time. Exponential
time unpredictability of seed makes SM-rand a cryptographic
pseudo random generator.

Remaining sections are organized as follows:
Background knowledge on elliptic curve and pseudorandom
generators detailed in section Il. Related work is provided in
section I11. Algorithms proposed in detail are presented in
section V. Experimental results and its discussions are
included in section V. Conclusion section VI summarizes the
relevance of research done in enhancing security of elliptic
curve cryptography in modern world.

I1. Background Knowledge

A. Prime Field
Afinite field, F is a field containing a finite number of elements.
A prime field is defined as finite field of prime order p
consisting of a set of integers modulo p in which addition and
multiplication is carried over modulo p.

B. Mathematics of Elliptic Curve Cryptography

Cryptography on elliptic curve is based on arithmetic applied
over elliptic curve points. ECC over prime field with
recommended parameters helps in efficient implementation of
cryptographic systems [9]. In [9-13] details regarding ECC in
prime field are dealt with. ECC uses equation of the form

y’mod p = (x3 +ax+ b)mod p (1)
where a and b are the constants with
(4a3 + 27b2)mod p=0mod p )

C. Point Addition
Addition of two distinct points P(x1, y1) and Q(xz, y2) to R(Xs,
y3) uses chord and tangent rule.

X, = (2,2 — %, — xz)mod p €)
Y; = (’1()(1 - Xs)_ yl)mOd p
(4)
where
ﬂz(quod pif P=Q (5)
X, =X

Small change either in P or Q can cause a huge change. Inverse
of a point P :( X, y) is (X, -y) is used in subtraction of elliptic
curve points.
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D. Point Doubling

If two points P(x1, y1) and Q(x1, y1) overlap, then R(x3, y3)
can be obtained by

X, = (/12 —2x1)rmd p (6)
Ys = (A(x, = %)=y, )mod p ¥
where
2
ﬂz(3xl—+ajmod pif P=Q (8)
2y,

Point multiplication operation is defined by the repeated
addition.

E. Pseudorandom generators

Cryptographic pseudorandom number generators usually
generate sequences of Os and 1s from a seed and are
deterministic with reproducible sequences. The features of
pseudorandom numbers are [31] uniformity and scalability.
The most popular PRNGS [31] are discussed here.

Algorithm for Linear Congruential Generator (LCG)
LCG developed by D. H. Lehmer in 1949 is based on a linear
recurrence equation [2] xn+1= (axn+C ) mod m where Xo is the
initial seed and a,c and m are constants, also ¢ and m are to be
relatively prime. The limitation of LCG is that the random
values should not exceed m and “chosen input attack™ is
possible.

Blum Blum Shub (BBS) is a PRNG [2] with the equation
Xn+1=Xn? mod m and m should be product of two large primes.
Even though this is secure based on prime factorization, it is
not fast.

Linear Feedback Shift Register (LFSR) is a common
hardware based generator with shift register taking linear
function of the previous state as the input.

I11. Related Work

In the literature, many research works on the features of
elliptic curve for security applications are reviewed. ECC
requires the text to be encoded using a one way function prior
to encryption. Some of the relevant works on mapping
messages to elliptic curve points and pseudorandom number
generations are discussed in this section.

In [14] ascii values of plaintext characters are grouped as
big integers. The mapping scheme has the advantage of
avoiding exchange of predefined tables but same plain text will
be encoded differently during elliptic curve encryption only. A
mapping method based on a random matrix of letters and digits
generated using genetic algorithm is used in [15] but it can
encode only letters and digits. In the scheme same letter will
not be encoded differently. On looking into sample encoded
and decoded values similar patterns can be easily identified.
Security is ensured only upon encrypting the mapped points. In
[16] a mapping table in which the ascii table is sequentially
numbered to perform scalar multiplication over chosen base
point and the table is to be exchanged for decoding. Brute
force attack is possible as only 128 scalar multiplications are
involved. Repeated text will be mapped to same points makes
the known plaintext attack possible. In [17] the authors
proposed a mapping methodology that multiplies plaintext
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character with orders of base point sequentially and
multiplying with a pre-defined matrix. This system used scalar
multiplications that enhanced security, but requires a
predefined mapping table to be exchanged. If predefined
matrices are chosen same for different blocks of text same plain
text will not be encoded differently.

In [18] the mapping method discussed initially relates the
plaintext to predefined scalar values of chosen elliptic curve
point, which in turn was multiplied by a predefined matrix to
yield mapped points. This method requires predefined set of
scalar values and matrix to be exchanged to the communicating
party. If matrix selected is repeated, the mapped points will
also repeat. In [19] various mapping schemes viz: mapping of
plaintext to ascii, plaintext exored with an initial vector
mapped to ascii, grouping of mapped ascii values, usage of
matrix and mapping of ascii values and a sequence ordering
were discussed, where in many of the methods security is
compensated to a small extent for faster mapping. In [20] the
plaintext is encrypted using Hill cipher and then converted to
ascii but hill cipher is always prone to known plaintext attack.

In [21] mapping method the plaintext characters are
grouped and converted to ascii and padded with n zeroes.
Extract the decimal number corresponding to the value stored
as x coordinate of elliptic curve point and substituting in elliptic
curve equation y coordinate is generated. This scheme has the
chance that frequent occurrence of letters may be attacked.
Python’s power to handle big integers make the reverse
mapping simple which includes only decimal to binary
conversion and then to ascii conversion which is at high risk of
vulnerability of brute force attack.

In [22] mapping method converts plaintext characters into
ascii and further into hexadecimal. The hexadecimals are
grouped to 192 bit x and y values. This method has the
advantage that no padding of bits is required but mapping will
not prevent known plain text attack. . In [23] algorithm of
ECIES, different coordinate system is discussed. In [24]
mapping is based on ascii values of plaintext followed by ECC
encryption. [27-30] is reviewed to analyze the need of
confidentiality and role of elliptic curve cryptography. In [33]
elliptic curve is used in pseudorandom generation and the
method involves extensive operations. Substitution and
permutation networks are reviewed from [34].In [36]160 bit
generated by SHA-1 from message digest, current time and
random binary input. It is followed by substitution for the first
80 bits and generates 128 bits by concatenation. The method
depends on real random source makes it difficult to reproduce.
In [37] proposed method make use of RC5 following the
Feistel network and generates 64 bit output.RC5 is vulnerable
to differential attacks but increasing the number of rounds can
make RC5 safe. In [38] characteristics of block cipher based
pseudorandom generators are discussed. In [39] paper
emphasizes the need of simple permutations to make it feasible
for low power devices. Younes et.al.in [40] proposed a
message mapping scheme coupled with elgamal encryption for
integer messages and also the paper points out the need of
ECC for acquiring high security.In [41] the proposed mapping
scheme involves binary and decimal conversons along with xor
operations for blocks of plain text which can become
interrelated if the intruder retrieves the initialization vector.
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IV. Proposed Algorithms for Mapping and
Pseudorandom Generation

This section describes a novel method for mapping plaintext
characters to elliptic curve points. Each plaintext character is
converted to its ascii value and its position is added to ascii.
Then invert the binary equivalent of the obtained and in turn
obtain the decimal equivalent of the inverted. This decimal will
serve as x coordinate for the cubical equation of elliptic curve.
The y coordinate is assigned double the value of x coordinate.
Elliptic mapper algorithm will check if the supplied coordinates
satisfies the equation for elliptic curve. If not, assign a large
value as counter and then increment x and y and verify the
elliptic curve cubical equation and repeat this till the
coordinates satisfying the equation is generated. Difference
between the x value supplied initially and the finally obtained x
value are stored separately. The newly generated elliptic
curve point is to be added with chosen scalar value of base
point G, to enhance the security keys from not being limited to
ascii values.SM-Mapping algorithm shown in figure 1
describes the techniques for mapping input to encoded text.

The proposed mapping scheme is suitable for applications
preferring higher security. Generated different cipher text even
if chosen the same scalar values for all blocks of text of a single
document ensures security offered by the proposed scheme.
Choosing different scalar values for different blocks will create
overhead in exchanging information with users. Choice of
large p values for elliptic curve can make the mapping scheme
more difficult to attack for intruders.

Decoding does the reverse of the encoding process.
Decoding requires the exchange of scalar values and difference
matrix. This scheme is viable for secure encoding of lengthy
documents comparing to other existing methods of mapping
schemes discussed in section I11.

Conversion of plain text
to ASCIl

.

Conversion of sum of ASCII and position of plaintext
to Binary

!

Conversion of Binary
to Inverted Binary

l

Conversion of inverted binary to decimal, x
and generate y as 2x.

l

Verification of x and y to satisfy as affine points of chosen elliptic curve.
Modify x and vy till it satisfied.
Store the difference between supplied and generated x value.

Y
‘ Addition of Affine points and chosen scalar G value ‘

¥

‘ Elliptic curve points for the plain text ‘

Figure 1. SM-Mapping Encoding
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In our proposed SM-Mapping algorithm given in figure 2,
enhanced encoding techniques are used. The plaintext
characters are grouped into a block of m characters and each
block is transformed into a m X n matrix where number of
columns, n is fixed to two. The column values of matrix are
indirectly related to ascii values of plaintext. Another m X n
matrix contains the coordinates of random scalar values for
base point G of the chosen elliptic curve. Addition of both
matrices generates encoded values of plain text.

Input : Plaintext ‘Message’, Domain Parameters a, b, p, G,
scalar values
Output : Encoded distinct values for plaintext with gmatrix and
difference as secrets
FUNCTION encode ():
public parameters:p,a,b,G of chosen elliptic curve
1. Initialize i€0,j<0
2. while (i<m)
i€<0,j<0
1) equivalentascii [i] < messagel[i]
2) binarray [i] < equivalentascii[i] + i
3) invarray[i] < inverse of binarray[i]
4) decimalarr [i] <decimal equivalent of invarray
5) xymatrix[i][j] € decimalarr[i],2*decimalarray][i]
6) epmatrix [i][j] < ellipticmapper(xymatrix[i][j])
7) difference [i] <xymatrix[i] - epmatrix [i]
8) gmatrix[i][j] < (s[i])(Gx,Gy)
9) mappedlist [i][j] € Add(epmatrix, gmatrix)
10) i€i+l,j€j+l
3. return(mappedlist,gmatrix,diference)

Figure 2. Pseudo code for SM-Mapping

Encoded value, G matrix and difference value

\

Find the affine points by subtraction of
encoded value and G matrix

l

‘ Addition of affine points and difference value ‘

Y
‘ Conversion to Binary ‘

!

Conversion to
Inverted Binary

!

Conversion to decimal and
subtraction of position of plaintext character
to obtain the Ascii

!

Map Ascii to Plain text character

Figure 3. SM-Mapping Decoding

Decoding shown in figure 3 takes input containing encoded
values and scalar G values. Resultant matrix obtained by
subtracting encoded values and scalar G values is added to the
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trapdoor difference value .It is followed by conversion to
binary and then to inverted binary and finally to decimal
equivalent. Subtract the position and map the rest with ascii
table to generate the plain text. [25]

The proposed mapping scheme can utilize pseudorandom
numbers for choosing scalar values of chosen base point.
Elliptic curve cryptosystem also uses pseudorandom numbers
for encryption. Pseudorandom generators use seed as input
and perform operations on the seed to produce pseudorandom
numbers. Pseudorandom generators always use one way
functions for expanding small seed values to longer outcomes.
[26].SM-rand is a deterministic  polynomial time
cryptographically secure pseudorandom number generator
algorithm that uses one way functions with 12 random
characters as input to generate pseudo randomness. The 12
random characters is equivalent to 96 bits. Seed value is chosen
to be 96 bits to overcome the polynomial time cryptanalytic
attacks.

Figure 4 represents the SM-rand 128 bit generator and Figure
5 shows its pseudo code.

-1
Seed(96 bits)

Overlapping

r 1 1
m ‘ 40 bits ‘ ‘ 40 bits ‘ ‘ 40 bits ‘

40 bits
¥

[ bm«w bits

Sum of squares
of each
24 bit input seed

Sum of squares
of each
24 bit input seed

40 bits40 bits

80 bits

72 bits

v

128 bits

Figure 4. SM-rand

The input is overlapped to generate four 40 bits chunks. For
achieving higher diffusion, a conjecture in number theory, four
square theorem is also applied over the four input parts of 24
bits each to generate another 40 bit chunk. Exclusive or
operation is done on each pair of 40 bits and the result is
concatenated as 80 bits chunk. Reducer breaks each 20 bit of
80 hit as ’x value’ and coefficients for the quadratic equation,
y=ax?+bx+c.First 72 bits produced from the nonlinear function
serve as input to expansion box. The reducer should pad
additional zeroes if fewer than 72 bits. Expansion permutation
box shown in figure 6 is used to produce 128 bits out of 80 bits.
On applying the same seed the randomness can be reproduced.
The output obtained is unpredictable and non-reversible. For
generating more number of random sequences permute the
seed using the p-box shown in figure 7.

Input
Output

. seed is 12 characters (96 bit binary)
: 128 bit random number

FUNCTION SM_rand (seed)
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1. r1<seed[1].seed[2].seed[3].seed[4]  //32 bits
2. r2<seed[5] 118 bits

3.r3€rl.r2 1140 bits

4. r4<seed[8] //8 bits

5. r5<seed[9].seed[10][seed[11].seed[12] //32 bits
6. r6<ra.rs /140 bits

7.y€(seed[0..24]1°2)+(seed[24..48]72)+(seed[48...72]"2)

+(seed[72..96]"2) /140 bits
8. r7< (r3 @©r6) ®y /140 bits ex-or operation
9. r8<seed[11] /18 bits
10.r9<seed[2].seed[3].seed[4].seed[5]  //32 bits
11.r10<r8.r9 1140 bits
12.r11<seed[7].seed[8].seed[9].seed[10] //32 bits
13.r12<seed[12] //8 bits
14.r13<r1l.rl12 /140 bits
15.r14
; (rléo Plain First Second
@ r13) text Occurrence Occurrence
1140 h (13,16) (4,0
bits e (12,4) (18,20)
ex-or I (5,4) (13,16)
operad | (6,4) (9,16)
16.r15 0 (.11 (19,5
<r7.rl4 /180 bits
17. R=E-dbox(Reducer(r15)) //128 bit
18. return
Input  : 80 bit binary

Output : 72 bit binary
Function: Reducer()

1. a=dec(r15[0..19])//convert to decimal
2. b=dec(r15[21..39])
3. c=dec(r15[40..59])
4, x=r15[60...79]
5. Y=a*x*x+h*x+c
6. Iflen(y)<72 pad with zeroes otherwise y=[0...71]
7. returny

Figure 5.SM-rand pseudocode
159 |73 |82 |65 (46 20 (29 |37 |64 |49 |4
5 L 75 (83 |63 |52 |2 (15 |38 |68 |53 |76
30 66 84 85 |7 |56 |23 3L |39 |11 |60 |81
13 57 @86 189 |8 (16 (4 |32 |40 |48 ([0 &
4 62 92 190 |9 17 (25 B3 |51 |45 (3 |88
47 167 93 91 (10 |18 |26 (34 |42 |41 |4 |%
b |72 % (18 (11 19 |27 |35 |43 |69 (55 |80
158 9% (/7 |12 |20 |8 (36 (M4 |56 |50 |78

Figure 6.Ebox
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1 (17 |33 |49 |5 |13 |21 |29 (37|45 |53 |61 |52 |36 |20 (4

5 |21 |37 |53 (6 |14 |22 |30(38 |46 |54 (62 (56 |40 |24 |8

9 |25 (44 |1 |7 |15 |23 |31 |39 |47 |55 |63 (69 |43 28 |12

1329 |48 (2 |8 |16 |24 |32 |40 |48 |56 |64 (70 |47 |32 |16

14 130 |45 (3 |9 |17 |25 |33 (41|49 |57 |65 |71 |46(31 |15

10 (26 |41 (4 |10 |18 |26 |34 |42 |50 |58 |66 (1 (42|27 |11

6 |22 |38 |54 (11 |19 |27 (35 (43 |51 |59 |67 |55 (3923 (7

2 |18 |34 |50 (12 |20 |28 (36 (44 (52 |60 |68 |51 (35|19 |3

Figure 7.P box

V. Results and Discussions

A. Experimental Results
The proposed methods SM-Mapping and SM-rand is
implemented using Python3 in Intel(R) Core (TM) i3-5005U
CPU @ 2.00GHz processor having 4GB RAM and 64 bit
0S,X-64 based processor.

B. Performance Analysis of SM-Mapping and SM-rand

Experimented using elliptic curve with the parameters
a=1,b=1,p=23,G=(0,1) ,scalar values chosen are 1,2,3,4 and 5
for both blocks of five characters each. Table 1 shows the
encoded values.

Table 1.Encoded points for ‘hello” in two occurrences

In this experiment the chance of using same scalar values for
different block is considered. The encoded points have no
relation between two occurrences.

18

16 &

h,(13, 16
14 { )
12

+ 0,7,11)

10
8
6 L5, 4]
4 +——— %64 % ef12,4)
2
0

T T T T T T 1
0 2 4 6 8 10 12 14

Figure .8. SM-Mapping for “hello” in first occurrence.
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e,(18,20)
20 TS

1,(13, 16)
1,(9, 16
. ¢10,10) #
10
0,(19,5)
> +
h,(4, 0)
o +
0 5 10 15 20

Figure.9. SM-Mapping for “hello” in second occurrence

The encoded values of hello are shown for its two occurrences in
figure 8 and figure 9 clearly shows that the same plain text is

mapped differently making it difficult for intruders to guess.

Statistics is one of the best measures to check randomness. The
uniform distribution of bits in binary random sequence is an
important analysis which can contribute to measure of
randomness like entropy. The quality of 128 bit binary random
sequences generated by SM-rand is tested using NIST
statistical test suite [35]. Results of those statistical tests
obtained as p-values are compared with a=0.0land if the
obtained p-values are >= a, test is success otherwise failure.
Test results of sample random 128bit binary sequences pass the
test. Monobit frequency test, runs test, test for longest runs of
ones in a block, approximate entropy test and cumulative sum
test applied over sample 128 bit random numbers are
successful.

C. Security Analysis

From the results of SM-Mapping it is clear that the proposed
method is free from brute force attacks as scalar values of G
matrix is randomly chosen for individual plain text characters
act as first level of complex key. Plaintext is converted to
elliptic curve points based on its position and followed by
addition with randomly scaled elliptic curve points; generates
different points for same character and makes it free from
chances of frequency attacks. Randomly chosen scalar values
will act as salt for key of difference values for being decoded
correctly prevents the proposed scheme from pre computation
attacks. The proposed mapping scheme meets confidentiality
on encoding the input. This method is secure under a hard
problem known as elliptic curve logarithm problem through
elliptic curve scalar multiplications. In this scheme when a user
is provided with matrix containing encoded elliptic curve
points even if the user knows G he couldn’t identify the actual
scalar value of G used with each block of plain text unless
specified. Unless knowing the order of scalar values of G and
the difference values exchanged by data owner, the user could
not decode correctly the transformed values of ascii. The order
of the cipher text is to be preserved for successful decryption as
position is included in encoding procedure. Hence the
proposed encoding method is a trapdoor whose inversion
requires extra information other than encoded points.
Summary of defending mechanism for the proposed mapping
method over different cryptanalytic attacks is shown in table
2.Comparison with other mapping schemes is shown in table 3.

209

Type of Known to Defending mechanism
attack Cryptanalyst  of proposed mapping
Cipher text  Encoded value  Scalar values chosen for
Only of plaintext, G from the set of
mapping counting numbers s
algorithm required for decoding is
a hindrance for brute
force attack.
Known Mapping Same plaintext character
plaintext algorithm, will be encoded
cipher text, differently in different
sample occurrences as position
plaintext of plaintext varies and
cipher text random scalar values for
pairs formed multiplication of elliptic
with the secret  curve point are used in
keys encoding.
Chosen Mapping Randomness in scalar
plain text algorithm, values of G is again a
cipher text, hindrance for observing
cipher text any  patterns  for
created for individual cipher text
chosen plaintext pairs.
plaintext

Table 2.Analysis of Cryptanalytic attacks

Scalar
L Same text
multipli  Exchange .
. uses different
cation of L
Scheme . encoding in
for predefined .
. different
mappin  tables
o occurrences
Laiphrakpam  No No No
et.al.[14]
Ghashi [15] No Yes No
Omar Yes Yes No
Reyad[16]
Kamalakanna  Yes Yes No
net.al.[17]
Balamurugan  Yes Yes No
et.al[18]
Avritro No No No
et.al.[21]
Keerthi No No No
et.al.[22]
Proposed Yes No Yes
Scheme

. Table 3.Comparison with other mapping schemes

SM _rand is supported by seed values of 12 characters
from combination of alphabets, digits, punctuations and special
characters makes the guess based attacks practically
impossible.95"12 large sample space for seeds provides
exponential time security to SM-rand from attackers.
According to theoretical computer science for adversaries if no
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adversary can distinguish SM-rand generated and other 128 bit
random, indistinguishability is met [32].In addition to seed
other inputs are also generated from the seed and used in
pseudorandom generation makes the proposed scheme a
pseudorandom generator with input [38]. Round function
used in the algorithm ensures the security of SM-rand as it
holds properties of diffusion,confusion and is only
reproducible with knowledge of seed.SM-rand operations are
composed of xor, nonlinear function and expansion
permutation and hence its security is highly strengthened.
Confusion or nonlinearity is gained through the quadratic
equation applied over 80 bit binary to produce 72 bit binary.
SM-rand also passed test of NIST suite which is a tool for
breaking round function.

V1. Conclusion

The proposed mapping method suggested in this paper is
proved to be more secure as same characters are encoded to
different elliptic curve points. Communicating parties do not
need a lengthy common look up table. Point addition and scalar
multiplication on elliptic curves of large values of ‘p’ of elliptic
curve removes the scope of guess works for the attackers. It is
obvious that for the proposed pseudo random number
generator an adversary cannot guess the outcomes without the
knowledge of seed. Proposed mapping method and pseudo
random generation for elliptic curve encryption ensures higher
confidentiality of messages. ECC is a good choice for securing
real time applications in smart devices with less computational
power. Encryption on the encoded point using elliptic curve
using the proposed pseudo random generator can make it more
secure. On feeding SM-rand inputs to SHA-256 algorithm 256
bit values can be produced and can be used in block chains like
Bitcoin or Etheruem.
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