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Abstract: Security assessment and mitigation have gained con-
siderable attention over the recent years according to the infor-
mation technology evolution and its broad adoption. Organiza-
tions are more aware of their data security, and they also have
become more exigent in terms of extensibility and flexibility of
their Information Technology infrastructures. Cloud comput-
ing is introduced as an evolution of information technology that
offers major solutions and techniques to meet the evolving re-
quirements of both tenants and clients. Therefore, extensibility
and dynamic adjustment, which are among the most essential
Cloud advantages, can make the security analysis a very hard
task. There have been many approaches to analyze automati-
cally the cyber security of traditional IT infrastructures with-
out taking into account the dynamic nature of Cloud comput-
ing and its new features, such as the nested virtualization. Until
now, there is a few work to assess the security of Cloud comput-
ing. In this paper, we propose a novel approach to design and
develop Model-based Automated Security Assessment Tool for
Cloud Computing named MASAT.
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I. Introduction

Cloud computing provides a leap on the Information and
Communications Technology (ICT) and allows the use of a
massive amount of resources, in a scalable manner and with
great automation.

The National Institute of Standards and Technology (NIST)
defines the Cloud model as follows: “Cloud computing is
a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable comput-
ing resources (e.g., networks, servers, storage, application-
s, and services) that can be rapidly provisioned and released
with minimal management effort or service provider interac-

tion.” [1]

Cloud computing is becoming increasingly adopted by large
and small businesses, thanks to its advantages and cost effec-
tiveness. Although some unusual Cloud features slows down
its growth. As never before, customers are invited to trust
and put all their data in the hands of another organization,
which raises worries and some questions about security and
data protection. For these reasons, security is one of the de-
termining factors of this new ICT model. Cloud computing
should meet all security requirements of traditional ICT sys-
tems.

Virtualization, which is one of the most important function-
s, enables resource elasticity, pooling resources at massive
scale and allows a greater automation and programmability,
these features can be improved using software to facilitate
the representation and the management of Cloud resources.
Moreover, the Cloud Service Provider (CSP) can use virtual-
ization in a nested manner or change dynamically the virtual
machines’ locations for different reasons.

In order to provide an adaptive Cloud security platform
that takes into account the nested virtualization [2], we pro-
pose a Model based Automated Security Assessment Tool
(MASAT) for the Cloud. MASAT will enable one to as-
sess the security of virtual machines installed at different
virtualization levels using distributed security agents. These
agents are composed by several interoperable subsystems.
Each agent uses a vulnerability scanner to collect informa-
tion about the system’s vulnerabilities, a representation tool
that exploits information about the system and its vulnera-
bilities to generates an attack representation model (here, we
use an attack graph) and a communication mechanism to al-
low the agents to exchange analysis results and other types
of messages. Accordingly, we will also address some securi-
ty issues related to Cloud computing particularities, such as
the dynamic adjustment, live migration, scalability and in-
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stallation balance of virtual machines, which have a direct
influence on Cloud security assessment and mitigation.
MASAT is designed to be adapted with the evolving Cloud
features, particularly the nested virtualization, thus the con-
tributions of this paper are summarized as follows:

o« MASAT allows one to assess the security of the Cloud
infrastructure as well as the virtual machines installed
at different virtualization levels.

o« MASAT shares the security assessment task between
several distributed agents, which makes the Attack
Representation Model (ARM) (here, we use an attack
graph), generated by each agent, less complex.

o Security assessment of separated subsystems can be
performed in parallel by different agents, which can re-
duce the assessment time.

o This paper presents and discuss also some functional
solutions for some current Cloud security challenges.

An earlier version of this paper appeared in [3]. In this ex-
tended version, we addressed some additional Cloud features
and their influence on the security assessment (i) MASAT
will be able to track and handle the dynamic adjustment oc-
curred on the Cloud and (ii) MASAT agents scalability will
be addressed and some techniques will be suggested to im-
prove it.

This paper is organized as follows. Section ?? summarizes
related works. A Cloud architecture for Nested virtualization
is presented in Section ??. We present the MASAT in Sec-
tion ??. We discuss the system complexity in Section V. We
present evaluation in Section VI. We briefly discuss some
challenges in Section VII. And finally, we conclude our pa-
per in Section VIIL

II. Related Work

In this section, we present previous researches related to the
security analysis and Cloud computing.

Security models. For traditional ICT systems, many at-
tack representation models (a.k.a., attack and defense model-
s) have been proposed to analyze and enhance the cyber se-
curity, but these models suffer from scalability and dynamic
adjustment problems, when the size of the network becomes
very large. Accordingly, several researches have been pro-
posed to provide high scalability and performance. Some of
those approaches are Two Layer Attack Graph (AG) [4], AC-
T [S],HARMs [6].

Cloud Security Analysis and Frameworks. Cloud security
analysis has been a dynamic research area. Many works have
addressed security, risk assessment and other Cloud related
issues. Takabi et al. [7] discussed some security and privacy
challenges in Cloud computing considering the security in
Infrastructure-as-a Service (IaaS) as a shared responsibility
between the tenants and the Cloud service provider. Che et
al. [8] presented the main existing security models and strate-
gies. Rahman et al. [9] proposed incident handling strategies
and frameworks to mitigate risks, integrity and availability in
Cloud computing environments and their challenges.

Many frameworks have been developed to evaluate and as-
sess the Cloud security. Khorshed er al. [10] proposed
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a proactive attack detection model using modern machine
learning techniques. Shaikh et al. [11] proposed a trust mod-
el to evaluate the Cloud service security strength. Rebollo
et al. [12], [13] introduced a security governance framework
for the Cloud. Zissis et al. [14] introduced a Trusted Third
Party to analyze security of new Cloud platforms.
Virtualization has been considered in several works. Chung
et al. [15] proposed a vulnerability detection and counter-
measure selection framework for the Cloud using Attack
Graph model. Christodorescu et al. [16] presented a scal-
able centralized solution that protects virtual machines using
a dedicated security VM. Varadharajan et al. [17] provided a
security model that enables the Cloud service provider to cer-
tify security properties of the tenants’ virtual machines and
performs a dynamic virtual machine isolation as a counter-
measure technique.

Cloud computing security is not only about vulnerabilities
and attacks detection since we can improve the Cloud se-
curity and plan for some protection techniques that prevent
vulnerabilities exploitation. Accordingly, Chonka et al. [18]
proposed a framework that protects the Cloud against De-
nial of Service attacks using a back propagation neutral net-
work. In addition to the network and application security,
Cloud data security is also a determinant factor. Therefore,
a framework combining the three security parameters: MAC
(Message Authentication Code), Encryption and Classifica-
tion of data and Index has been proposed by Sood et al. [19]
to protect the Cloud data efficiently. Furthermore, other sur-
veys [20, 21, 22] summarized different researches in Cloud
security area.

ITI. Proposed Cloud Architecture

A. Tools and Challenges in New Cloud Platforms

To make the virtualized infrastructures more flexible, IBMs
Turtles project [2] proposed an implementation of a nested
virtualization in Kernel Virtual Machine (KVM) [23] hyper-
visor. With this addition, KVM becomes the first hypervisor
for commodity hardware that implements this feature. Today,
the nested virtualization is supported by many other hypervi-
sors. This feature makes the Cloud highly flexible and easy
to use, so virtual machines in different virtualization level-
s will depend only on the guest hypervisors where they are
installed, which allows the users of private Cloud infrastruc-
tures to easily migrate their virtual machines to other private
or public Cloud infrastructures.

Virtual machine migration is a basic technique supported by
all well known Cloud Platforms. This functionality is used
either by the tenants who want to migration their virtual ma-
chines between different Cloud Platforms or by the Cloud
Service Providers for balancing, security or other strategic
reasons. Generally, there are two types of migration, regular
migration is when we should shut down the virtual machine
and then reboot it after its migration to another host, this kind
of migration interrupts the service delivery during the migra-
tion time. However, live migration enables the service deliv-
ery continuity while changing virtual machines’ locations.
Another Cloud advantage is the greater automation. Actu-
ally, Cloud platforms allow a direct and easy network con-
trol using some new tools and approaches such as Software-
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Defined Networking (SDN) [24] that makes the network con-
trol highly programmable and abstracts the underlying in-
frastructure for applications and network services. In our
case, SDN can be used to change automatically the network
configuration, isolate the compromised virtual machines and
SO on.

Although, the dynamic adjustment of the network configura-
tion, virtual machine automatic migration and the significant
use of the nested virtualization will impact negatively the ef-
ficiency and the accuracy of suggested security mechanisms
or tools and make security analysis a very difficult task. In
such environments, security assessment tools should be able
to track any change in the network architecture or virtual ma-
chines’ locations.

For our experimental example we selected OpenStack [25]
among a very large variety of Cloud platforms for the fol-
lowing reasons:

« OpenStack is an open source software which brings to-
gether several enterprise and open source solutions to
form a powerful and mature IaaS stack.

¢ OpenStack Compute (Nova) supports KVM [23], Xen
and Other hypervisors to perform the management of
virtual machine instances.

In this work we built an experimental Cloud architecture us-
ing OpenStack as a Cloud platform and KVM as a nested
virtualization hypervisor. This experimental Cloud will be
used to illustrate the operational mode of our proposed se-
curity assessment tool and also to carry out a real security
analysis experiment.

Security assessment automation has been addressed in tra-
ditional information technology systems to enable security
professionals to understand the current security status of their
networks, which is not easy to track and understand when
attackers use multi-host, multi-stage attacks in a large and
complicated network topology. In other words, when the at-
tacker can pass through several hosts to reach a victim host,
security assessment becomes very complicated and it should
be carried out using software tools. These tools generate
a graphical representation of all possible attack scenarios,
called Attack Representation Models (ARMs), to help secu-
rity experts evaluate the network security and then choose the
appropriate countermeasures.

Cloud computing is introduced as an evolution of IT system-
s, then new security platforms can use ARMs for the same
purposes as in traditional networked systems but with some
adaptations to the Cloud context and its new features. Con-
sequently, when Cloud platforms allow the nested virtual-
ization massive use, security frameworks should be able to
analyze not only the main network but also virtual machines
and networks installed in a nested manner inside it and take
advantages of this feature to facilitate security analysis and
countermeasure selection. Moreover, security framework-
s should be able to handle the network reconfiguration and
virtual machine migration.

In this work, we propose a security assessment system that
considers the previously mentioned Cloud features. This sys-
tem will be able to assess the security of the entire Cloud
infrastructure including virtual machines and networks in-
stalled in nested levels, using distributed agents. Conse-
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quently, each Host or VM containing an underlying virtu-
alization level should contain also a security agent, which
can assess the security of its underlying infrastructure using
an ARM. Furthermore, we are considering and addressing s-
calability, automation and dynamic adjustment problems in
Cloud Computing.

B. Proposed Cloud Architecture Overview

Cloud infrastructures can contain several virtual machines in-
stalled within one or more physical data centers using virtu-
alization. Cloud service providers or owners can build many
virtual networks using, in addition to virtual machines, oth-
er virtual components and software facilities enabling pro-
grammability and automation. Moreover, the nested virtual-
ization allows both the Cloud service provider and the tenant
to create other virtual levels, which can also include other
virtual machines or networked systems.

Even though scalability and dynamic adjustment are highly
recommended for Cloud computing, they are considered as
major problems for security evaluation frameworks, because
attack representation models suffer already from these prob-
lems. Therefore, we propose the Cloud architecture shown
in Figure 1 as an experimental Cloud infrastructure.

The Cloud architecture we built to implement our real case
scenario enables the installation of virtual machines and vir-
tual networks in nested virtual levels. This architecture is
composed of two main physical Cloud servers:

¢ Cloud server B runs services (e.g., Web server, Mail
server, FTP server, DNS server and so on) that are di-
rectly accessed by the external users. This area is called
Demilitarized Zone, and it’s used to add an additional
security layer to the Cloud infrastructure.

e Cloud server A hosts virtual machines VM1 and VM2,
which contain other virtual levels using KVM hypervi-
sor. In addition to virtual machines, this server contains
a database server, security server and virtual networking
components.

These Cloud servers are connected to the internet through
a physical firewall, which monitor the network traffic ex-
changed between the internal network and the internet, which
is supposed to be not secure. Additionally, to make this in-
frastructure more secure we used a virtual Gateway to enable
the use of the Network Address Translation (NAT), which
isolates and hides internal VMs from the internet users by
using private and non-routable IP addresses.

To enable remote login to virtual machines we will use Se-
cure Shell (SSH), which requires an encryption key exchange
at the beginning of the connection. Thereafter, all TCP seg-
ments will be authenticated and encrypted. With this encryp-
tion, it becomes impossible to use a sniffer to intercept traffic
exchanged between the network administrators and our se-
cure cloud. SSH can be used also to enable other network
services to operate securely.

Cloud computing is designed for multi-tenancy and greater
automation support. Thus, new approaches to computer net-
working are created in order to minimize human interven-
tion giving priority to programmability and automation. Ac-
cordingly, Software-defined networking (SDN) is increasing-
ly used by Cloud administrators to manage network services
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Figure. 1: The network topology of the proposed Cloud architecture.

through abstraction of higher-level functionality. This ab-
straction brings many advantages by enabling the network
control to become directly programmable and enhancing
network-related security applications.

virtual-machine instance can be moved from one location to
another for maintenance, load redistribution or for other rea-
sons. As addressed before, generally we can identify two
kinds of migration, non-live and live migration. Since we
used OpenStack as a cloud platform, we should notice that
Compute service does not use live migration functionality by
default. Consequently, one can use KVM-Libvirt to enable
live migration and avoid several minutes of downtime while
migrating a virtual machine.

From Figure 1, we can observe that VM1 and VM2 contain
another virtual level including other VMs and virtual net-
work components that can be automatically managed using
software facilities. Consequently, Cloud computing security
analysis frameworks should be designed to provide solution-
s to security analysis problems related to the Cloud features
previously mentioned.

IV. Cloud Computing Security Assessment
Framework

Design and implementation of new security assessmen-
t frameworks should fit with the evolving Cloud features and
paradigms. Cloud computing is increasingly gaining cus-
tomers’ trust, which leads Cloud service providers to do more
efforts in terms of scalability and security of their infrastruc-
tures. A natural result of this growth is the introduction of
new features and techniques helping Cloud administrators
to manage their architectures. Obviously, the more we have
evolution in Cloud computing, the more we should adapt our
security frameworks to support its new features.

Nested virtualization, as explained before, will produce hi-
erarchical virtualization levels. Each level contains virtual
machines and/or virtual networked systems that should be

also considered in security analysis process. So, MASAT
attempts to solve this problem using a distributed and decen-
tralized security assessment system made up of distributed
security agents.

Figure 2 depicts the security analysis framework architec-
ture. This framework is composed of a set of distributed
security analysis agents, which are structured hierarchical-
ly to cover all virtual levels. Each agent is responsible for the
security assessment of the underlying virtual infrastructure.
An attack graph agent (AG agent) is installed in a virtual lev-
el only when it includes VMs and/or virtual networks. These
agents communicate and comply to accomplish the overall
security analysis of all virtual levels of a given Cloud.

Physical data center A: L1
VM1: L1

Agent1 L2

Agent L1

Agent2 L2

Figure. 2: The general architecture of the security analysis
tool.

Agents are designed to operate according to the received re-
quest type, such as for local or recursive security assessmen-
t. When security assessment of a level is started, the corre-
sponding agent scans the underlying network to find all its
vulnerabilities and generate an AG according to the steps il-
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Figure. 3: Security analysis phases

lustrated in figure 3, and sends the result to the parent agent
in the parent level. To perform a global security assessmen-
t of the entire Cloud infrastructure, AG agent in the parent
level launches recursively the assessment of the underlying
sub-levels, then it starts the analysis of its current level when
all the sub-levels’ reports are received.

In this distributed security system, an agent is designed to:

« Raise agents installed in the underlying levels (e.g., A-
gentl L2 and Agent2 L2 for Agent L1).

« Receive analysis reports from agents of the underlying
levels (e.g., Agentl L2 and Agent2 L2 for Agent L1).

o Analyze the security of the virtual infrastructure in-
stalled on the top of the current hypervisor (e.g., VM1,
VM2 and so on).

Decentralized execution of agents can provide many benefits,
especially when they run on separated physical environments
(parallel execution) or on multi-core architectures, it’s also
possible to start the assessment of each level separately, to
analyze the system by stages or to scan it entirely. Moreover,
AG agents provide information about vulnerabilities at each
level, which facilitates local countermeasure selection and
application.

Because the new Cloud platforms enable the nested virtu-
alization, we can use a distributed system to analyze sepa-
rately the security of each vitualization level. However, the
architectural advantages of the nested virtualization can be
exploited to enhance the scalability and the pertinence of the
security analysis system. Cloud computing is also a model
for enabling scalability and automation. As we discussed be-
fore, scalability problems can be significantly reduced using
distributed systems. Moreover, automation, virtual machine
migration and network reconfiguration are anticipated as a
part of the operational mode of our suggested framework.
Unlike the previously proposed systems, which perform a
centralized security analysis of the entire network, our pro-
posed system consists of a set of distributed agents that com-
ply to perform this task in a nested and decentralized way.
Communication between agents is one of the most essential
features of this system. Each agent performs a local security
analysis of a virtualization level, then it needs to communi-
cate to other agents to share security analysis results. The
main architecture of this system consists of a Remote Proce-
dure Call RPC [26] system allowing agents to communicate
using TCP protocol, when they are located in different phys-
ical servers, or a shared memory, when both the communi-
cating agents are in the same physical server.

Figure 4 describes the communication between agents previ-
ously presented in Figure 2.

RPC Queues

D 10
@<«

<M <. 4
binding

\
Nz —

Replay Queue

Figure. 4: Communication design overview.

To perform the integral security analysis of the Cloud infras-
tructure, Agents in different virtual levels should have the
necessary mechanisms to exchange messages between each
other. According to the RPC publish/subscribe pattern, agent
that sends the message is called “Producer” and the receiv-
er is called “Consumer”. Moreover, producers do not send
messages directly to consumers, and they do not have to nec-
essarily know them. The producer can only send messages
to a “Topic” that pushes them to the subscribed consumers
through their message buffers, called “Queues”. These mes-
sages can be a command for getting the security status, the
network topology or other relative information.

This pattern allows producers to trigger the execution of the
work (the security analysis, in our case) of several consumers
simultaneously and wait for asynchronous replies. Once the
message is received, consumer agents start the procedure de-
scribed in Algorithm 1 and send the security report as a reply
to the producer agent, which will continue the analysis of the
virtual level on which it’s installed.

Algorithm 1 shows a high level description of the distributed
security assessment steps performed by MASAT in case of
global Cloud security assessment.

V. System Complexity

A. Message Complexity

In distributed systems, it is always important to study the in-
fluence of the number of nodes or the system’s components
(in our case, security assessment agents) on the complexity
of a distributed processing of a task. Accordingly, message
complexity is the total number of messages transmitted dur-
ing the execution of a distributed task (in our case, Cloud
security assessment).

We have M agents structured hierarchically, each agent can
communicate with the superior (in the parent virtual level)
and the subordinate (in the underlying virtual level) agents,
so the number of exchanged messages is M — 1 in both the
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Algorithm 1 Algorithm for distributed security analysis system ARM Construction Evaluation Modification
1: procedure BROADCAST ALGORITHM AG [4] O(m*n?%) O(m!™n!) O(mn)
AT [27] O(m!n!) O(m!n!) O(m!n!)

2: N < Numberofchildnodes

3 fori < 0;i < N;i+ + do

4 Send AnalysisrequesttoChildi()

5 end for

6: Done <0

7 while Done <= 0 do> We wait for Child’s answers
8 Receive ReplyFromChild() < b

9: Done+ =1

10: end while

11: Analyzingthecurrentlevel

12: Storing Analysisresult

13: Send ReplayToSuperior Agent() > Send the
Analysis result to the agent in the upper level
14: return b

15: end procedure > The current level is analyzed

broadcast and reply directions, and the total communication
performed by all agents to accomplish the security assess-
ment for the overall cloud platform is 2(M — 1). Thus mes-
sage complexity is :

O(M) where M is the number of AG agents.

B. Asynchronous Time Complexity

In asynchronous algorithms, time complexity is the num-
ber of time units necessary to accomplish a distributed task,
such as the security analysis of the overall system, in the
worst case. Since asynchronous computations are non-
deterministic, the computation time will depend on the size
and the complexity of the analyzed subsystems. Moreover,
the installation balance of virtual machines and networking
have an inevitable influence on the security assessment time,
since we are interested in computing the worst case scenario.
In other words, some agents can have to assess the security
of a number of components more than others, then this time
will be given by the path containing the most big and com-
plex underlying infrastructures. Assuming that each agent
takes 1 time unit to perform the security analysis, the lower
bound time complexity will be as follows:

O(depth(T))

depth(T) is the distance between the first agent and the far-
thest leaf agent.

C. Security Analysis Complexity

In small infrastructures, security analysis and mitigation can
be done manually by security experts, but in large and com-
plex infrastructures these tasks are beyond the human being’s
ability. For this reason, security should be checked automat-
ically using a model-based software tool.

The computational complexity is used to quantify the amount
of resources required to perform the security analysis task,
such as the execution time and memory usage.

Table ?? shows a comparison between the computational
complexity of Attack Graph (AG) and Attack Tree (AT) in
construction, evaluation and modification phases.

Table 1: Comparison between AG and AT

In addition to the distribution balance of virtual machines,
The overall security analysis time varies also according to the
used attack representation model and the complexity of the
underling structure in each virtual layer, see the discussion
section.

VI. Evaluation

A. Vulnerability Scanning

We presented in the previous sections the operational mod-
e of MASAT. With this framework, vulnerability analysis in
Cloud platform containing several virtual layers is performed
by more than one agent. These independent agents are de-
signed to have the same behaviour and do exactly the same
tasks, because the nested virtual layers have the same char-
acteristics, and also an agent can be a parent, child of another
agent or it can play both roles in the same time.

We take the architecture given in Figure 1 as a case study. In
view of the fact that agents are identical, we will use “Agent
L1” as an example to demonstrate functionalities, life cycle
and real application of MASAT.

In vulnerability scanning phase, the agent searches the sys-
tem’s vulnerabilities. During the scanning period, virtual ma-
chines may have many vulnerabilities, but other vulnerabil-
ities may be discovered after a new software installation, a
network reconfiguration or after a new vulnerability discov-
ery (the zero-day attacks). Consequently, the more the scan
is recent the more we can have relevant information about
the system’s security status, which helps agents and securi-
ty experts to anticipate the appropriate countermeasures and
protection techniques.

Even though security assessment is carried out, and all its
results are stored, by the corresponding agent, we have no
warranty that the current security status will persist. Some
events, such as the network reconfiguration or virtual ma-
chine migration can make the previously stored security re-
ports no longer valid. These events can massively occur in
Cloud computing.

Vulnerability analysis can be carried out using tools. For this
task we used Nessus Vulnerability Scanner [28] to collec-
t vulnerabilities of the networked system monitored by the
agent called “Agent L1”. This network contains a web serv-
er, a file server, a database server and other virtual machines
connected to the internet via a router.

In this phase, MASAT agents use Nessus vulnerability scan-
ner to examine the underlying virtual levels and prepare in-
formation for next phases. In our use case, “Agent L1” de-
tected three vulnerabilities in its supervision zone. Table ??
shows some information about these vulnerabilities.

As addressed before, “Agent L1” will consider VM1 and
VM2 as final nodes. In other words, it will not assess the
security of virtual infrastructure installed on their subsequent
virtual levels, but it will delegate the analysis of these levels
to the underlying agents: “Agent]l L2” and “Agent2 L.2”.
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Location CVE Authentication CVSS [29], [30]
WebServer CVE-2009-1956 Not required 6.4
WebServer CVE-2014-0226 Not required 6.8
FileServer CVE-2007-2318 Not required 9.3

Table 2: Vulnerabilities detected by Nessus.

B. Attack Graph Representation

As a result of the previous phase, Nessus vulnerability scan-
ner creates an output file containing the summary of the net-
work’s vulnerabilities and their information. This file will be
used as an input in the representation phase.

An attacker can use “multi-host, multi-stage” attacks. Thus,
he can use different combinations of vulnerabilities and pass-
es through several hosts or equipments to reach his goal,
which is not easy to observe from Nessus output file. Ac-
cordingly, agents give to these attacks a representation form
based on a well known Attack Representation Model. In our
current work, we used MulVAL [31] to generate an Attack
Graph from the vulnerability information given by Nessus.
Figure 5 depicts the attack graph generated by MASAT using
MulVAL and Nessus vulnerability scanner output files. The
significant impact of these three vulnerabilities can allow an
attacker to use different attack scenarios using multiple com-
binations of hosts and vulnerabilities to reach the target, e-
specially with the Multiple Unspecified Format String Vul-
nerabilities discovered in our file server, which allows the
attacker to execute arbitrary code within the context of the
affected application.

Rather than representing the sequences of exploited vulnera-
bilities, an Attack representation model may give also infor-
mation about critical hosts, the rank of the most important
vulnerabilities and countermeasures and other important in-
formation. These features will be addressed in our future
work.

C. Communication Between Agents

Since we have several virtual levels, each agent is considered
responsible for the security analysis of the virtual level in
which it’s installed. An agent complies constantly with other
agents. For example, “Agent L1” analyses the initial lev-
el without taking into account the internal content of VM1
and VM2, which contain other networked systems. To com-
plete the security analysis of the entire Cloud platform in-
cluding all its nested virtualization levels, “Agent L1” raises
the agents called “Agent]l L2” and “Agent2 L2” in the un-
derlying virtual level. “Agentl L2” and “Agent2 L2” do the
same tasks as “Agent L1”, they scan the network, they give
the corresponding representations and they check if there are
other underlying virtual levels to raise their agents. In addi-
tion, they send a report to the main agent, called “Agent L1”,
which will have a complete image about the entire Cloud se-
curity.

In case of dynamic adjustments, such us the network recon-
figuration or virtual machine migration, agents exchange in-
formation to update their security status. For example, when
some modifications occur in “Agentl L2”, its corresponding
report already sent to “Agent L1” should be also updated.
Then “Agent L1” receive a notification from “Agentl L2” to
update the status of its report.
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VII. Discussion

A. Communication Between Hosts

We discussed before the ordinary use case of the nested vir-
tualization, which involves the installation of one or more
virtual machines and virtual networks on the top of a hyper-
visor. In practice, VMs may have the ability to communicate
independently of their locations. Consequently, a network
topology can include virtual machines located in differen-
t virtual levels.

‘We consider a communication between VM6 and VMBS, as
depicted in figure 6 . In this specific case, the agents should
not break the link between these two nodes. Each agent will
consider this link as an external communication that should
be analyzed as well.

I External communication

|

Figure. 6: Communication between virtual machines super-
vised by different agents

B. VMs Installation Balancing

Time is extremely important in Cloud Computing security
analysis. A distributed system is not always efficient, be-
cause the total required security analysis time is given in the
worst case. In other words, the total execution time will be
given by the path containing the most time consuming tasks,
if the architecture is not well balanced, the anticipated bene-
fits of the distributed system may not be very significant.

C. Dynamic adjustment

Using software facilities, such us software-defined network-
ing (SDN), the network can be reconfigured dynamically.
When this reconfiguration occurs in a virtual level, securi-
ty status will be changed immediately.

In case of virtual machine migration, either for live or regu-
lar migration, virtual machines can move to another location
(e.g., another virtual level). Thus, the receiver agent will up-
date its security status and notify agents concerned by this
change.

D. Scalability

MASAT is designed fundamentally to solve security assess-
ment problems for Cloud platforms enabling nested virtual-
ization and dynamic adjustment. In addition, Scalability can
be improved using distributed agents, which does not mean
that MASAT solves definitely the scalability problem.

In real case scenario of Cloud computing infrastructures, one
virtual level can contain an important number of virtual ma-
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1:execCode(_root):0

17:hacl(_webServer,tcp,'80'):1

| 26:hacl(internet,fileServer,rpc,100005):1 I | 22:attackerLocated(internet):1

| 21:hacl(internet,webServer,tcp,'80):1 |

16:RULE 5 (multi-hop access):0

25:RULE 6 (direct network access):0

20:RULE 6 (direct network access):0

| 24:vulExists(webServer, CVE-2009-1956', apr-util,

Exploit,privEscalation): 1 I | :networkServic

/apr-util'tcp, 80 someUser):1 | 15:netAccess(webServer,tcp,80):0

4:RULE 16 (NFS semantics):0

3:accessFile(_write,'/usr/local/share’).0
2:RULE 4 (Trojan horse installation):0

| 12:hacl(webServerfileServer,rpc,100005):1
28vulExists(fileServer, CVE-2007-2318' mountd,remoteExploit,privEscalation):1 | |27:netw0rkSsrvice\nfo(ﬁIsServer,mountd,vpc,l00005,root):1
7:canAccessF'\Ie(ﬁIeServer,root,wr'\te,’/export’)ﬂ|
I29:nf5MountedL,’/usr/local/share’,ﬁIeServer,’/exporl’,read)ﬂ |

| 19:hacl(fileServer,webServer,tcp, 80’1 |

18:RULE 5 (multi-hop access):0

Figure. 5: Attack graph generated by MulVAL for the test network

chines connecting to each other and having an important
number of vulnerabilities. In such case, the controller agents
may find a serious scalability problem, which is caused by
attack graph itself. Even though many attack graphs have
been proposed to deal with scalability problems while as-
sessing network security, this problem remains a challenge,
especially after the Cloud success and its broad adoption.
Some research works have presented solutions to im-
prove AG scalability, using decomposition [32], reduc-
tion techniques [33] or using clustering and classification
[34], [35], [36]. MASAT can be improved using these op-
tions in our future work.

E. PFartial Security Analysis

An agent can start security analysis in its area independently
of other agents. This option will allow the Cloud tenants to
control their own infrastructures using the same tool.

A tenant can administrate one or more virtual infrastructures
located within the same Cloud, each infrastructure can con-
tain several virtual levels. In this case, it makes sense to give
the tenants the ability to monitor the security status of their
infrastructures without returning to the Cloud administrators.
Moreover, Partial analysis allows Cloud administrators to an-
alyze the entire Cloud infrastructure, which is often very ex-
pensive, by stages.

VIII. Conclusion

In this paper, we have presented MASAT, a Model-based Au-
tomated Security Assessment Tool that checks the Cloud se-

curity taking into account its new features, such as the nest-
ed virtualization. In other words, MASAT allows one to as-
sess the security of the main Cloud infrastructure as well as
the virtual machines located in different virtualization lev-
els. MASAT is a distributed system that utilizes distributed
agents to collect vulnerability information and generate the
corresponding Attack Graph, which facilitates the security
evaluation. Moreover, MASAT attempts to reduce the secu-
rity analysis time by dispatching the work through several
workers, performing analysis by stages and so on.

MASAT is composed by several distributed security agents,
so it will be important to evaluate the performance, the
reliability and other characteristics of this distributed sys-
tem. Moreover, MASAT can use other Attack Representa-
tion Models, generate the corresponding security metrics and
use them to perform an automatic countermeasure selection.
These features should be investigated in future work.
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