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Abstract: Authentication is among the initial process of 

reliable network construction and formulization. This process is 

necessary for all types of networks including re-sourceful and 

resource constrained devices. Various authentication protocols 

are available for resourceful devices but resource constrained 

devices demands high security authentication protocols with 

least computational and communicational costs. Among 

cryptography protocols based protocols, elliptic curve cryptog-

raphy (ECC) based authentication protocols ensures high 

security as compared to other protocols. In this work, ECC based 

authentication protocols are identified and their performance is 

analyzed with variable number of nodes in the network. This 

study analysis the feasibility of ECC based authentication 

protocols for re-source-constrained devices. In simulation, 8 

ECC based authentication protocols are analyzed for networks 

with different sizes (50 to 1000 nodes). In results, a minimum of 

4.3% (50 nodes network) and maximum of 12.9% (for 1000 

nodes network) improvement is observed for protocol 5 as 

compared to other protocols. 

 
Keywords: RFID system, Reader, Tag, Authentication protocols, 

Simulation, QoS. 

I. Introduction 

The term, Internet of things, refers to uniquely addressable 

objects and their inter-connection in an Internet like structure. 

These uniquely addressable objects may transmit real time 

sensor data about the physical state of the object, other useful 

properties of these objects. Objects can be pacemakers, motor 

vehicles, smart bill boards, wirelessly connected pill shaped 

cameras in digestive tracks, refrigerators, televisions, air-

conditioners or even humans and cattle etc. which can be 

equipped with various kind of sensors which helps in getting 

useful information about these objects. Major features of an 

IoT are automatic identification, sensing, self configuration, 

intelligent decision making, adhoc networking etc. In an IoT 

network for peer-to-peer communication and functionality, 

each device being connected requires its own IP address. A 

32-bit address has been used in the originally developed 

internet protocol IPv4 with which a maximum of 4.3 billion 

devices can be connected. However in case of IoT total 

number of devices connected to each other has already crossed 

the world’s population of seven plus billion about one decade 

back. Hence IPv4 is nowhere feasible for IoT. IPv6 protocol 

has 128-bit address and hence has an address space of 2128 

which is likely to solve the unique addressability issue of IoT 

phenomena.  

Scalability, distributed processing and security continues to 

be among the most challenging issues of IoT. Since large 

number of connected devices are generating data in an 

automated way and it will largely dwarf the information which 

individuals can enter manually. Amount of data an individual 

can enter into the system when a huge number of devices are 

connected in an IoT, is limited by time and physical limits of 

an individual and is unlikely to change very much over time. 

On the other hand, amount of effectively collected data from 

embedded sensor devices is steadily increasing due to recent 

advancements in hardware technology. Further, huge data 

generated by social media like facebook, whatsapp etc. is 

adding further to this scalability issue of IoT and has been the 

greatest driving force for big data analytics. 

Apart from scalability issue, data security is another major 

challenging issue of IoT. Objects can be tracked and when 

associated with individuals can lead to privacy and security 

problems. Objects are uniquely addressed and identified in 

IoT, RFID being a preferred choice for this. Environmental 

information is sensed by these objects which is communicated 

to other connected objects through Internet. RFID techniology 

allows a sensor to read a unique product identification code 

associated with a tag from a distance without line-of-sight. 

The unique code is transmitted to one or more sensors or 

readers which, in turn, transmit the reading to one or more 

sensors. Later the collected data is aggregated at the server. 

RFID tags are powered by sensor readers and hence do not 

require the battery power for their operation. Due to which 

distance between RFID tags and readers can not be very long 

for effective reading. A wide variety of objects is used in IoT 

like sensors, RFID tags, short range wireless connectivity, 

mobile devices, backend storage etc. These are classified into 

two broad categories; resourceful & resource constraint 
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devices. Resourceful devices have sufficient computational, 

storage capabilities while resource constraint devices lack in 

hardware and software resources. RFID technology has 

various limitations from the data centric perspective like 

limited sensing capabilities especially when passive tags are 

used, very short range of tags from 5-20 meters, 

noisy/incomplete/redundant data collection etc. Further, from 

the privacy perspective, if tags are associated with individuals 

then this technology may give a considerable privacy 

challenge since covert readers can be used to track the location 

of individuals. RFID systems have become a very common 

tool in inventory control, supply chain management, industrial 

manufacturing process and even in cattle herding for 

automatic object identification. RFID systems have taken a 

clear-cut lead and almost fully replaced by earlier optical 

barcodes which were designed in early seventies and found 

since than on many products. Recent advancements in silicon 

manufacturing has given a boost to RFID systems by offering 

very low cost RFID devices and consequently helped RFID 

technology as an economical replacement for optical barcodes.  

Tags are small memory devices with limited storage 

capacity which stores identification types and other 

specifications of objects. Data size is very limited upto 2-3 KB 

only. Analog signal of sensor devices is converted to digital 

form and read by readers. Readers may use infrastructure or 

infrastructure-less networks for processing and storing the 

read information in a backend system. Tags are of various 

types; passive, active or a combination of both. Active tags 

have their own battery and transmitting source and are 

comparatively costlier to passive tags which do not have own 

battery source. Passive tags get the power to operate or 

transmit from the destination through electromagnetic waves. 

Active tags have a longer transmitting range compared to 

passive tags and are preferred to identify objects over long 

distances such as in healthcare applications, animal tracking, 

object locating in logistics market or in traffic congestion 

management. For short range application, passive tags are 

preferred due to their low cost. Semi-passive tags have their 

own battery source but consumes destination energy for 

communication from electromagnetic waves. Readers read the 

information of tags for object identification and record 

management and sends this read information to backend 

systems for further process. Wireless sensor devices are 

integrated with RFID devices for increasing the availability of 

the data range. Both RFID devices and sensor networks are 

pervasive environments and integration of these two gives a 

reliable energy efficiency, sustainable and cost effective 

solutions to many applications.  

Authentication is one of the major security aspect for all 

systems including RFID-sensor integrated MANET. 

Authentication protocols allow only valid users as a part of the 

system and unauthorized users are discarded. Standard 

cryptographic algorithms, be it symmetric or asymmetric, can 

support authentication protocols. Both, standard symmetric 

encryption algorithms like DES, AES etc.  or standard 

asymmetric encryption algorithms like RSA are not feasible 

from authentication perspective for an RFID-sensor integrated 

MANET. Tens of thousands of gate equivalents (GEs) are 

needed for implementing RSA, DSA or AES algorithms while 

RFID-sensor integrated MANET could hardly afford 2K to 

3K GEs for security perspective due to its low cost. Further, 

these asymmetric or symmetric standard cryptographic 

algorithms also requires ample storage space for keys, making 

these algorithms not feasible for a RFID-sensor integrated 

MANET. Recently, however, a lightweight AES required only 

approximately 4K GEs but still not feasible for RFID devices. 

About one-third of total GEs are available for lightweight 

cryptographic primitives and protocols in a resource 

constraint device [1]-[2]. Resources available in a low cost 

RFID devices are quite less what is necessarily required for 

standard public key cryptography even for a resource-efficient 

scheme like NTRU [3]-[4] or SHA-1 [5]. Even Tiny 

Encryption Algorithm [6]-[7] is also not feasible for these 

resource constraint RFID devices. All these factors forces for 

a lightweight or ultra-lightweight cryptography.  

Lightweight cryptography is classified as pre-quantum 

cryptography, post quantum cryptography and lightweight 

protocols. Pre-quantum cryptography is further classified as 

symmetric and asymmetric cryptography. Symmetric pre-

quantum lightweight cryptography consists of stream ciphers, 

block ciphers, hash functions and random number generators 

while asymmetric pre-quantum lightweight cryptography 

consists of BlueJay, elliptic curve cryptography (ECC), hyper 

elliptic curve cryptography (HECC), and NTRU. Post-

quantum lightweight cryptography could be lattice, hash, code 

or multi-variate based. Lightweight protocols are classified as 

identification, authentication, distance bounding, grouping 

proof and tag ownership. ECC was proposed in 1985 by Victor 

Miller et al. [60] and has various strengths like it requires 

smaller key sizes and greater flexibility, provides high speed 

and requires less storage space for its operation making it 

feasible for resource constraint devices and it is mainly used 

in key exchange, digital signature authentication etc. ECC 

requires about 8K GEs with area 0.18 µm technology. HECC 

was proposed in 1989 by Koblitz and has various strengths 

like faster key generation, reduced cost as disposable keys are 

reused, less memory usage making it feasible for resource 

constraint devices and a lattice based cryptosystem. HECC 

requires about 14.5K GEs with 0.13 µm technology.    

As shown in fig. 1 to fig. 3, lightweight authentication 

protocols in RFID systems can use anyone of the self-

explained basic strategies with different mathematical 

computations at reader, tag or data centre side. 

 

 
Figure 1: Process 1 of authentication in RFID system 

 



Comparative Analysis of Multi-round Cryptographic Primitives… 3 

 
Figure 2: Process 2 of authentication in RFID system 

 

    
Figure 3: Process3 of authentication in RFID system 

    

In this work, lightweight authentication protocols are 

evaluated for resource-constrained devices. These 

authentication protocols are elliptic curve cryptography based 

multi-round protocols with quadratic equations. This work is 

an extension to the work presented by Kumar et al. [82] for 

RFID system having reader and tag for identification and 

interrogation with different network sizes. Hierarchical 

network construction is a process involving a group of nodes 

in close vicinity to interconnect among themselves using 

authentication protocols. Each group has a leader to execute 

this process. Further, a comparative analysis of elliptic curve 

cryptosystem based authentication protocols is performed to 

identify best protocol having higher QoS. In simulation, a 

network of 50 to 1000 nodes is consider for performance 

analysis.  

Rest of the paper is organized as follows. Section 2 gives in 

brief a summary of the works done by earlier researchers for 

authentication protocols based on elliptic curve cryptosystem 

for RFID-sensor integrated MANET. Section 3 discusses 

various ECC based authentication protocols in details. 

Discussions in this section consider resource constrained 

environment for RFID system. In section 4, simulation is 

performed for authentication protocols with 50 to 1000 nodes 

networks. This section shows a comparative analysis of 

protocols taken into consideration. Finally, section 5 

concludes the work.  

II. Literature Survey 

Security of RFID tags remains a challenging issue due to their 

resource constraint nature and also of physical form. Many 

technical features of RFID tags like gate count upto 10K, 

security gate count upto one-third of total gate count, 

operating frequency in UHF range, clock cycles per read upto 

10K, usually passively powered tags, power consumption of 

10 µwatts, upto 512 bits of ROM storage and upto 128-bits 

RW memory makes them highly resource constraint. Privacy 

or authentication in RFID systems have been proposed 

initially without any standard cryptographic primitives of tags 

by many researchers, e.g., [8]-[13]. Symmetric key primitives 

have been proposed by researchers for authentication purpose 

in RFID, e.g., [13]-[18]. A low cost AES implementation have 

been proposed in [19] by Dominiku et al. Many researchers 

have proposed a human authentication protocols for RFID 

devices [20]-[26]. Matsumoto et al. [22]-[23] have proposed a 

human authentication protocol for RFID devices which is 

good enough for small number of authentication [25]. Naor et 

al. [24] have proposed a human authentication protocol based 

on virtual reality which provides security against passive 

eavesdropping however failed to provide security against 

active attackers. Hopper at el. [20]-[21] also proposed similar 

authentication protocol by covering limitation of security 

against active attackers. Ari Juels et al. [26] have extended the 

work proposed in [20]-[21] for human authentication protocol 

and proposed an augmented version of the Hopper & Blum 

(HB) protocol, named as HB+ which is secure against active 

adversaries. Proposed protocol is a symmetric lightweight 

authentication protocol with simple and low cost 

implementations. It is claimed that  the proposed HB+ protocol 

is secure against passive eavesdropping and adversaries. 

Authors in [27] have discussed cautionary information while 

implementing AES for authentication in smart cards. Authors 

in [28]-[31] have pointed out that RFID devices are highly 

susceptible to various attacks like timing attack, power 

analysis attacks and to fault induction too especially when 

passive RFID tags are used. Authors in [4] have addressed the 

location privacy risks in Bluetooth technology which is 

equally relevant to RFID systems. Authors in [32] have given 

an analysis of smart card operation in hostile environments.  

Privacy issue in RFID device has been addressed by many 

earlier works [33]-[50] in case when RFID tags are associated 

with individuals. For RFID devices most of the work in data-

centric pipeline has three primary visions; things-oriented 

vision [51]-[54], Internet-oriented vision [55]-[58] and 

semantic-oriented vision. The most dominant vision today is 

things-oriented vision which supports electronic product code 

in conjunction with RFID technology to collect and track 

sensor data. The internet-oriented vision addresses to the 

construction of the IP protocols for enabling smart connected 

objects while semantic-oriented vision addresses the issues of 

data management.  

Various asymmetric lightweight protocols have been 

developed which are reasonably suitable for RFID devices 

like NTRU by Jeffrey Hoffstein et al. [3], BlueJay by Markku-

Juhani O. Saarinen [59], ECC by Victor Miller et al. [60] and 

HECC by Koblitz. Authentication is a mechanism used for 

validity of message between RFID tags and readers. 

Lightweight authentication protocols for RFID devices are 

broadly divided into four major categories: : (a) protocols 

based on cryptographic primitives, (b) protocols based on 

ultra lightweight operations, (c) protocols based on the 

capabilities of EPCglobal Class1 Generation2 and (d) 

protocols based on the notion of physical primitives [61]. 

Protocols based on ultra-lightweight operations authenticate 

product with tag or without tag. Authenticating product 

without tag could be done in two ways; by unique serial 

number [62]-[65] or track with trace based plausibility check 

[65]-[66]. Physical property based authentication approach 

has been presented in [67]. Protocols based on the notion of 
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capabilities of EPC global class1 Generation2 are based on 

hashing, pseudo random number generation and specific 

security model based requirements [68]. Many of these 

protocols are susceptible to man-in-middle, de-

synchronization, traceability, cracking codes using binary 

operation [69]-[76]. Various hash based protocols like RIP, 

ROP, O-RAP etc. have been developed to cover traceability 

[77]-[81]. 

III. ECC BASED AUTHENTICATION PROTOCOLS 

In this section, mathematics of ECC based authentication 

protocols are explored for resource-constrained devices in 

IoTs. Detailed working of RFID reader and tag integrated 

authentication protocols are discussed as follows: 

 

Protocol 1: User authentication using ECC 

Encryption/Decryption Cryptography Primitive. 

 

Step 1:- In first step, reader ‘R’ selects a random number ‘r1’ 

and generates its message digest ‘H’ using some hashing 

algorithm. It also encrypts identification of tag IDT with the 

help of ‘r1’ and generates cipherext ‘CR’. Reader sends 

ciphertext, identification of tag and message digest to tag.     

R  :    Selects ‘r1’𝜖Zn 

      :    Calculate (i) H=h(r1) 

                   (ii) CR= E(r1,IDT) 

   R→T :   CR, IDT, H 

Step 2:- Tag ‘T’ decrypts the ciphertext received and obtains 

message digest and identification. It compares the received 

identification with its own identification. If it matches then re-

generates the message digest and compare with received 

digest. After comparison, tag resends ‘y’ to reader.    

T :     (y,IDT)=D(CR) 

:   Verify [h(y)==H] and [decrypted IDT 

is same as of its own ID], if verified 

then 

  T→R :     y 

Step 3:- Reader compares the received message with 

generated random number. If both matches then reader is 

ensured that tag is authentic. 

R      :   if y==r1 then user with tag ‘T’ is 

considered to be authentic else unauthentic. 

 

Protocol 2: User authentication using ECC based signature 

generation and verification. 

 

Step 1:- In first step of this protocol, Reader ‘R’ sends a 

random number ‘r1’ to tag ‘T’.  

R→T :   r1 

Step 2:- Tag digitally signs the received random number, a 

newly generated random number ‘e1’ and identification of 

reader. Tag sends new random number, identification of 

reader, digitally signed message and certificate of tag to reader.   

T :    y = SIGN(r1, e1, IDr) 

T→R :   e1, IDr, y, CERTTAG 

Step 3:- Finally, reader matches both the certificate and 

digitally signed message. If both matches then tag is 

considered to authentic else un-authentic.  

R :    VERIFY CERTTAG and VERIFY y 

:  if both are verified then tag is authentic else 

unauthentic 

 

Protocol 3: Authentication Protocol using ECC and Schnorr 

Identification scheme. 

 

Step 1:- Tag ‘T’ computes a challenge ‘X’ and sends it to 

reader ‘R’.   

T :    Computer X=r1P 

  T→R :    X 

Step 2:- Reader responses with a random number.  

R→T :    e1 

Step 3:- Now, reader generates a new challenge to reader 

with the help of constant ‘a’, reader random number ‘e1’ and 

tag random number ‘r1’.   

T :    Compute y=ae1+ r1 

  T→R :    y 

Step 4:- Reader verifies the challenge with received response 

‘y’, base point ‘P’ of elliptic curve ‘E’, random number ‘e1 

and tag’s public key ‘Z’. If the result matches with the initial 

response then tag is considered to authentic else unauthentic.  

R :    if yP+ e1Z==X then authentic else 

unauthentic 

 

Protocol 4: Authentication Protocol using ECC and 

Okamoto’s Identification scheme. 

 

Step 1:- Tag ‘T’ generates a challenge using random 

numbers ‘e1’ and ‘e2’, and points on elliptic curve P1 and P2. 

Tag sends this challenge ‘X’ to reader ‘R’.  

T :    Computes X=e1P1 + e2P2 

  T→R :     X 

Step 2:- Reader ‘r’ sends a random number ‘r1’ response to 

tag.  

R→T :    r1 

Step 3:- Now, tag generates two new challenge ‘y1’ and ‘y2’. 

New challenges are generated with the help of random 

number selected by tag i.e. ‘e1’ and ‘e2’, random number 

selected by reader i.e. ‘r1’ and ‘r2’,  and points on curve ‘s1’ 

and ‘s2’. Tag sends these challenges to reader.  

T :    Computes y1= e1+r1s1 and y2= e2+r1s2 

T→R :    y1, y2 

Step 4:- Reader verifies the response with tag’s public key 

‘Z’. If it matches with initial challenge (step 1) then tag is 

considered to be authentic else un-authentic.  

R :    Computes y1P1 + y2P2+ r1Z  

     :    if y1P1 + y2P2+ r1Z  equals to X then 

authentic else unauthentic. 

 

Protocol 5: EC-RAC 1 

 

Step 1:- Tag generates a challenge for reader with the help of 

random number e1 and base point selected on elliptic curve ‘P’. 

This challenge is send to reader.  

T→R :    e1P 

Step 2:- Reader sends a new random number response to tag 

i.e. r1. 

R→T :     r1 

Step 3:- Tag reconsider a new challenge with the help of 

random numbers ‘e1’ (from tag) and ‘r1’ (from reader), 

identification of tag, and public key of reader. Tag sends this 

new challenge to reader.   

T :    Temp = (e1+r1IDT) PUR 

  T→R :    Temp 
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Step 4:- Reader verifies the new received challenge with 

private key ‘PRR’ of its own. If challenge is verified then tag 

is considered to authentic else un-authentic. 

R  :    ((PRR)-1Temp – e1P)𝑟1
−1=IDTP 

 

Protocol 6: EC-RAC 2 

 

Step 1:- Tag ‘T’ generates a challenge with the help of random 

number ‘e1’ and base point on elliptic curve ‘E’. Tag sends 

this challenge to reader ‘R’. 

T→R :    e1P 

Step 2:- Reader generates a random number ‘r1’ and sends it 

to tag.   

R→T :    r1 

Step 3:- Tag computes two challenges ‘Temp1’ and ‘Temp2’ 

with the help of random numbers (e1 and r1), password of tag 

stored at data centre (PASSWDT), identification of tag (IDT) 

and public key of reader (PUR). Tag sends these challenges to 

reader.  

 T :    Temp1 = (e1+r1IDT)PUR, Temp2 = 

(e1IDT + r1PASSWDT). PUR 

  T→R :    Temp1, Temp2 

Step 4:- Reader verifies received challenges with the help of 

password verifier (PASSWD-VERIFT), private key of reader 

(PRR) and inverse operations. If challenge is verifies then tag 

is considered to authentic else un-authentic.  

R    : ((PRR)-1Temp1 – e1P)𝑟1
−1 = IDTP, Now 

find IDT entry and extract PASSWD-

VERIFT. 

:  if ((PRR)-1Temp2 – IDT.e1.P) 𝑟1
−1 equals 

to PASSWD-VERIFT then accept else 

reject. 

 

Protocol 7: EC-RAC 3 

 

Step 1:- In first step, tag ‘T’ computes two challenges for 

reader with random numbers e1 and e2, and base point on 

elliptic curve ‘P’. Tag sends these challenges to reader. 

T→R :    e1P, e2P 

Step 2:- Reader ‘R’ reply back with a random number to tag.  

R→T :    r1 

Step 3:- Tag generates two challenges with the help of tag 

selected random numbers (e1 and e2), reader selected random 

number (r1), tag password stored in data centre (PASSWDT), 

identification of tag (IDT) and public key of reader (PUR). 

Tag sends these challenges to reader. 

T   :   Temp1 = (e1+r1IDT)PUR, Temp2 = (e2IDT 

+ r1PASSWDT). PUR 

  T→R  :   Temp1, Temp2 

Step 4:- Reader verifies the received challenges with the 

help of its own private key (PRR), random number (e1 and r1), 

password verifier (PASSWD-VERIFT) and inverse 

operations. If challenges are verified then tag is considered to 

authentic else un-authentic.  

R    : ((PRR)-1Temp1 – e1P)𝑟1
−1= IDTP, Now 

find IDT entry and extract PASSWD-

VERIFT. 

: if ((PRR)-1Temp2 – IDT.e2.P) 𝑟1
−1 equals 

to PASSWD-VERIFT then accept else 

reject. 

Protocol 8: ERAP (ECC based RFID Authentication 

Protocol). 

 

Step 1:- Reader generates a random number challenge ‘r1’ 

and sends it to tag ‘T’.   

R→T :  r1 

Step 2:- First, Tag computes a point ‘P’ using a new random 

number ‘e1’ and generator on elliptic curve ‘G’. Another 

coordinate (xT, yT) is calculated from (xp, yp) using ‘e1’, ‘r1’, 

private key of tag i.e. PRT (=e3)  and inverse operations. Tag 

reply back with new coordinates (xT, yT) and new random 

number ‘e2’.     

T  :   Compute P=e1G= (xp, yp) 

: if xpЄFn then 𝑥𝑃
𝐼 Є[1,n-1] else if 

𝑥𝑃
𝐼 Є𝐹2𝑛 then 𝑥𝑃

𝐼 =∑ 2𝑖𝑥𝑃
𝑛−1
𝑖=0  

:  Compute xT=𝑥𝑃
𝐼  mod n and yT = 

𝑒1
−1(r1+PRT. xT) 

:  if xT or yT is zero then recalculate step 

2. 

 T→R   :   (xT, yT) and e2 

Step 3:- Initially, received coordinates are verified i.e. 

whether xT and yT Є[1,n-1]. If any of these coordinates is not 

verified then tag is considered to un-authentic else authentic 

and continues. Reader uses PUT(=e3G) i.e. the  public key of 

tag to generate a new challenge for tag (xR, yR). Reader sends 

this challenge to tag. 

R     :  Compute w= (yT)-1mod n, u1=r1w mod n, 

u2= xTw mod n and P’= u1G+ u2 .PUT. if 

P’=∞ then tag is considered to be 

unauthentic else continue. 

: if 𝑥𝑃′ЄFn then 𝑥
𝑃′
𝐼 Є[1,n-1] else if 𝑥

𝑃′
𝐼 Є𝐹2𝑛 

then 𝑥
𝑃′
𝐼 =∑ 2𝑖𝑥𝑃′

𝑛−1
𝑖=0  

:  Now, if xT=𝑥
𝑃′
𝐼 mod n then tag is authentic 

else unauthentic. 

:  Authentic tag will compute P’’ = r2PUT 

and if 𝑥𝑃′′ЄFn then 𝑥
𝑃′′
𝐼 Є[1,n-1] else if 

𝑥
𝑃′′
𝐼 Є𝐹2𝑛 then 𝑥

𝑃′′
𝐼 =∑ 2𝑖𝑥𝑃′′

𝑛−1
𝑖=0 , xR= 𝑥

𝑃′′
𝐼  

mod n, yR=r2
-1(e2+PRRxR) mod n, if xR or 

yR is zero then recomputed these 

variables by selecting another value of r2 

and computing P’’. 

 R→ T  :    (xR, yR) 

Step 4:- Here, tag also verifies that whether xR and yR Є[1,n-

1], if anyone is not verified then tag is considered to 

unauthentic else authentic and continues. Tag computes a 

point P’ using the seed used to randomly generate the elliptic 

curve i.e. ‘S’. It checks the range of P’. If P’ lies within 

acceptable range then tag is considered to be authentic else un-

authentic. 

  

 T    :  Compute w= (yR)-1mod n, u1=e1w mod n, 

u2= xRw mod n and P’= (u1+ u2S) PRT G. 

if P’=∞ then tag is considered to be 

unauthentic else continue. 

:  if 𝑥𝑃′ЄFn then 𝑥
𝑃′
𝐼 Є[1,n-1] else if 𝑥

𝑃′
𝐼 Є𝐹2𝑛 

then 𝑥
𝑃′
𝐼 =∑ 2𝑖𝑥𝑃′

𝑛−1
𝑖=0  

:  Now, if xR=𝑥
𝑃′
𝐼 mod n then tag is authentic 

else unauthentic. 

IV. Results and Analysis 

A detailed simulation analysis of small scale (50 nodes) to 

large scale network (1000 nodes) is performed in this section. 

An open-source and discrete-events simulator is used for 

analyzing the network performance. Details of simulation, 



Kumar et al. 6 

execution, results interpretations and their analysis is 

presented as follows:   

Simulation Parameters: In simulation, various parameters 

are selected that supports hierarchical network structure 

formation. These parameters are shown in table 1. A set of 

nodes is divided into groups and groups are interconnected 

through cluster head. Group head is programmed to have 

reader capacity with nodes scanned through tags. These tags 

stores unique identities with independent scanning.  

Table 1: Simulation Parameters 

Parameter Value 

Type of Channel used WirelessChannel 

Radio Propagation Model TwoRayGround 

Network Interface WirelessPhy 

MAC Type 802.11 

Type of Queue used for 

packet storage 

Priority Queue 

Antenna OmniAntenna 

Max Number of Packets 

that can be stored in a 

Queue 

50 

Routing Protocol ZRP 

X dimension of the 

topogra-phy 

1000 meters 

Y dimension of the 

topogra-phy 

1000 meters 

Mobility Model Random WayPoint Mobili-

ty 

Data Rates 5 packets/second 

Packet Size 512 bits 

Simulator ns-3 

Simulation Time 1000sec 

 

Jitter: It is measured as the deviation in delay while 

transmitting packets. Increase in delay is not heathy for 

efficient network performance. Fig. 4 to fig. 7 shows the jitter 

value analysis for 50 to 200 nodes network. For 50 nodes 

network, protocol 2 to protocol 6 are better than protocol 1, 

protocol 7 and protocol 8 for all data rates. Protocol 1 is giving 

overall best performance because of least computational 

efforts is required for complete authentication process. For 75 

nodes network, protocol 1 to protocol 6 are better than 

protocol 7 and protocol 8. Out of protocol 1 to protocol 6, 

protocol 5 is giving better performance but this performance 

is comparable with protocol 1, protocol 3 and protocol 4. For 

protocol 1 to protocol 6, jitter is minimum with packet rate of 

5 pkt/sec. However, jitter is minimum for protocol 7 and 

protocol 8 with packet rate of 0.1 pkt/sec., and maximum with 

packet rate of 5 pkt/sec. For 150 nodes network, trends are 

same as of a network consisting of 75 nodes. Protocol 1 to 

protocol 5 are performing better as compared to protocol 6 to 

protocol 8. In this scenario, protocol 5 is evaluated to be the 

best protocol as compared to all other protocols. Among 

protocol 1 to protocol 5, higher packet rate (5 pkt/sec) is 

reliable and give least jitter value. Similarly, protocol 7 and 

protocol 8 are observed to be the best with packet rate of 5 

pkt/sec. Protocol 6 performed better with lower packet rate 

(0.1 pkt/sec.) because of internal manipulations with packets 

while processing. Overall, higher packet rate is preferred for 

150 nodes network. For 200 nodes network, all protocols 

except protocol 3 and protocol 6 perform better with packet 

rate of 1 pkt/sec. Protocol 3 and protocol 6 is good with 0.1 

pkt/sec. With increase in number of nodes, neither lower nor 

higher packet rate is preferred because of increases in number 

of packets over the network. Thus, a medium rate provides 

efficient performance. In another observation, it is found that 

protocol 1, protocol 2, protocol 4 and protocol 8 increases 

performance with increase in data rate and number of nodes 

present in the network.   

 
Figure 4: Comparative jitter analysis of ECC based 

authentication protocols for 50 nodes. 

 

 
Figure 5: Comparative jitter analysis of ECC based 

authentication protocols for 75 nodes. 

 

 
Figure 6: Comparative jitter analysis of ECC based 

authentication protocols for 150 nodes. 
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Figure 7: Comparative jitter analysis of ECC based 

authentication protocols for 200 nodes. 

 

Goodput: In goodput computation, data is separated from 

packet header in computing the number of unit transmitted 

successfully to its destination per unit time. Fig. 8 to fig. 11 

shows the comparative analysis of goodput computation for 

ECC based authentication protocol for 50 to 200 nodes 

networks. Overall, it is observed that goodput increases with 

increase in number of nodes and transmissions over the 

network. Protocol 5 shows maximum of 12.9% improvement 

for 75 nodes and minimum of 4.3% for 150 nodes as compared 

to other protocols. In goodput analysis, it is observed that 

performance is increasing with increase in number of nodes 

and use of protocol 5 because more routes are available with 

least computational overhead for packet delivery. 

 

 
Figure 8: Comparative good analysis of ECC based 

authentication protocols for 50 nodes. 

 

Figure 9: Comparative good analysis of ECC based 

authentication protocols for 75 nodes. 

 
Figure 10: Comparative good analysis of ECC based 

authentication protocols for 150 nodes. 

 

 
Figure 11: Comparative good analysis of ECC based 

authentication protocols for 200 nodes. 

 

 
Figure 12: Comparative jitter and processing delay analysis 

of ECC based authentication protocols for 1000 nodes. 

 

In performance analysis, network size is increased from 50, 

75 and 100 nodes to 1000 nodes as shown in fig. 12. This 

experiment is conducted to analyze the performance of 

proposed protocols in a large network. For large network also, 

protocol 5 is giving better results in terms of jitter and 

processing delays. For large network protocol 3 is analysed to 

be the worst because of use of multiple cryptographic 

primitives. These primitives are used multiple time at each 

node for authenticating other devices. Protocol 7 and protocol 

8 are comparatively better than protocol 2 and protocol 3 

because of multi-round quick computations. Performance of 

protocol 1, protocol 4 and protocol 6 are comparable and 

better than protocol 2, protocol 3, protocol 7 and protocol 8. 

Thus, it is observed that use of primitives (like hashing, digital 

signature, message authentication codes etc.) largely affects 

the performance of authentication process.      
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V. Conclusion 

In this work, 8 ECC based authentication mechanisms are 

analyzed for resource constrained devices. Comparative 

analysis of authentication protocols predicts the suitability of 

protocols proportionate to availability of hardware. Overall, 

protocol 5 is considered to be the best protocol among all 

others. Protocol 7 and protocol 8 are among the worst cases 

because of large computational cost for resource-constrained 

devices. Integration of lightweight cryptographic primitives in 

these protocols enhances the security. Performance analysis of 

50 to 1000 nodes network shows that protocol 5 is best in 

terms of goodput, delay and jitter. A minimum of 4.3% (50 

nodes network) and maximum of 12.9% (for 1000 nodes 

network) improvement is observed for protocol 5 as compared 

to other protocols. Integration of other lightweight 

cryptographic primitives and analysis of other QoS 

parameters will confirm the use of protocol 5 with least 

computational overhead and maximum security.    
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