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Abstract– In 1984, Shamir [1] introduced the concept of an 
identity-based cryptosystem. In this system, each user needs 
to visit a key authentication center (KAC) and identify him 
self before joining a communication network. Once a user is 
accepted, the KAC will provide him with a secret key. In 
this way, if a user wants to communicate with others, he 
only needs to know the “identity” of his communication 
partner and the public key of the KAC. There is no public 
file required in this system. However, Shamir did not 
succeed in constructing an identity based cryptosystem, but 
only in constructing an identity-based signature scheme. In 
this paper, we propose an id based cryptosystem based on 
the integer factoring and double discrete logarithm problem 
and we consider the security against a conspiracy of some 
entities in the proposed system and show the possibility of 
establishing a more secure system. 
 
Key word: Public key Cryptosystem, Identity based 
Cryptosystem, Discrete Logarithm Problem, Double 
Discrete Logarithm Problem and Integer Factoring. 

1. Introduction  

           In a network environment, secret session key needs to 
be shared between two users to establish a secret 
communication. While the number of users in the network is 
increasing, key distribution will become a serious problem. 
In 1976, Diffie and Hellman [5] introduced the concept of 
the public key distribution system (PKDS). In the PKDS, 
each user needs to select a secret key and compute a 
corresponding public key stored in the public directory. The 
common secrete session key, which will be shared between 
two users can then be determined by either user, based on 
his own secret key and the partner’s public key. Although 
the PKDS provides an elegant way to solve the key 
distribution problem, the major concern is the authentication 
of the public keys used in the cryptographic algorithm. 
           Many attempts have been made to deal with the 
public key authentication issue. Kohnfelder [6] used the 
RSA digital signature scheme to provide public key 
certification. His system involves two kinds of public key 

cryptography: one is in modular p, where p is a large prime 
number; the other is in modular N, where N = pq, and p and 
q are large primes. Blom [12] proposed a symmetric key 
generation system (SKGS) based on secret sharing schemes. 
The problems of SKGS however, are the difficulty of 
choosing a suitable threshold value and the requirement of 
large memory space for storing the secret shadow of each 
user. 
           In 1984, Shamir [1] introduced the concept of an 
identity- In this system; each user needs to visit a based 
cryptosystem. Key authentication center (KAC) and identify 
him self before joining the network. Once a user is accepted, 
the KAC will provide him with a secret key. In this way, a 
user needs only to know the “identity” of his communication 
partner and the public key of the KAC, together with his 
secret key, to communicate with others. There is no public 
file required in this system. However, Shamir did not 
succeed in constructing an identity-based cryptosystem, but 
only in constructing an identity-based signature scheme. 
Since then, much research has been devoted, especially in 
Japan, to various kinds of ID-based cryptographic schemes. 
Okamoto et al. [11] proposed an identity-based key 
distribution system in 1988, and later, Ohta [13] extended 
their scheme for user identification. These schemes use the 
RSA public key cryptosystem [21] for operations in modular 
n, where n is a product of two large primes, and the security 
of these schemes is based on the computational difficulty of 
factoring this large composite number N. Tsujii and Itoh [2] 
have also proposed an ID- based cryptosystem based on the 
discrete logarithm problem with single discrete exponent 
which uses the ElGamal public key cryptosystem. Harn and 
Ren [32] proposed ID- based RSA for mulisignatures. 
Meshram & Agrawal [3] have also proposed an ID- based 
cryptosystem based on the double discrete logarithm 
problem with double distinct discrete exponent which uses 
the Public key cryptosystem based on the double discrete 
logarithm problem. Now we generalized this cryptosystem 
for integer factoring and discrete logarithm problem with 
distinct double discrete exponent because we face the 
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problem of solving integer factoring and double distinct 
discrete logarithm problem at the same time in the 
multiplicative group of finite fields as compared to the other 
public key cryptosystem where we face the difficulty of 
solving simultaneously the integer factoring and discrete 
logarithm problem in the common group.  
          In this paper , we present an ID based cryptosystem 
based on an integer factoring and double discrete logarithm 
problem with distinct discrete exponent (the basic idea of the 
proposed system comes on the public key cryptosystem 
based on factoring and double discrete logarithm problem) 
here we describe further considerations such as the  security 
of the system, the identification for senders. etc. our scheme 
does not require any interactive preliminary communications 
in each message transmission and any assumption except the 
intractability of the discrete logarithm problem.(this 
assumption seems to be quite reasonable)thus the proposed 
scheme is a concrete example of an ID –based cryptosystem 
which satisfies Shamir’s original concept [1] in a strict sense.    

2. The Public key encryption based on 
Integer Factoring and DDLP 

 In this section, we introduce some notation and parameters, 
which will be used throughout this paper: 
Two large prime numbers p and q are safe primes and set 

pqN = .one may use method in [25] to generate strong 
random primes. A function )1)(1()( −−= qpNϕ  is a 

phi–Euler function and two integers 1g  and 2g  are 

primitive’s elements in *
NZ  with order N  satisfying 

)(mod11
1 Ng n ≡−

  and   )(mod11
2 Ng n ≡−

 .  
The algorithm consists of three sub algorithm, Key 
generation, Encryption and Decryption  

Key generation: The key generation algorithm runs as 
follows (entity A should do the following) 

1. Pick random an integer )(1, Nee ϕ≤≤ from 
*

)( NZϕ  such that ( )( ) 1,gcd =Ne ϕ . 

2. Select two random integer a and b  such that 
1)(2 −≤≤ Nab ϕ  (with no upper bounds). 

3. Compute )(mod11 Ngy a≡  and 

                )(mod22 Ngy b≡ . 
4. Use the extended Euclidean algorithm to compute 

the unique integer )(1, Ndd ϕ≤≤ , such that 

( )( )Ned ϕmod1≡ . 

The public key is formed by ( )21 ,,, yyeN  and the 

corresponding private key is given by ( )bad ,, . 

Encryption: An entity B to encrypt a message M  to entity 
A should do the following: 

1. Obtain public key ( )21 ,,, yyeN  

2. Represented the message ],1[ NM ∈  

3. Select two random integer i  and j such that 

1)(2 −≤≤ Nij ϕ (with no upper bounds) 

4. Compute )(mod11 Ng i≡α  and 

)(mod22 Ng j≡α .  

5. Compute ( ) ( ) )(mod21 NyyM ji≡β . 

5. Compute )(mod11 NC eα≡ , 

)(mod22 NC eα≡    and )(mod Neβγ ≡  . 

The cipher text is given by ( )γ,, 21 CCC = .  

Decryption: To recover the plaintext M  from the cipher 
text C , entity A should do the following: 

1. Compute )(mod)(mod 1
)(

1 NCNC aaN −− =ϕ   and 

)(mod)(mod 2
)(

2 NCNC bbN −− =ϕ . 

2. Recover the plaintext M  by compute 

( ) )(mod21 NCC
dba γ−− . 

3. Verification of the Algorithm  

In  Encryption: - )(mod11 Ng i≡α  and 

)(mod22 Ng j≡α , ( ) ( ) )(mod21 NyyM ji≡β  , 

( ) )(mod)(mod)(mod 1111 NgNgNC ieeie ≡≡≡ α  , 

( ) )(mod)(mod)(mod 2222 NgNgNC jeeje ≡≡≡ α

 , ( ) ( )( ) )(mod)(mod 21 NyyMN
ejie ≡≡ βγ    

In Decryption: - 

)(mod)(mod)(mod 11
)(

1 NyNCNC ieaaN −−− ==ϕ   

)(mod)(mod)(mod 22
)(

2 NyNCNC jebbN −−− ==ϕ  
Then 

  

( )
( )

)(mod)(mod

)(mod

)(mod

2121

21

NMNM

NyyMyy

NCC

ed

djeieejeie

dba

==

= −−

−− γ

 

 

 

 
 
   030 Meshram and Agrawal



4. Implementation of the ID –Based 
Cryptosystem 

5.1   Preparation for the center and each entity 

Step 1.  Each entity generates a k-dimensional binary vector 
for his ID. We denote entity sA'  ID by AID  as follows:   

( ) }1,0{,,,........., 21 ∈= AjAkAAA xxxxID ,  )1( kj ≤≤  

                                                                                         (1) 

Each entity registers his ID  with the center, and the center 
stores it in a public file. 
Step 2.: The center generate two random prime number p  
and q  and compute  

               pqN =           (2)                                                                       

Then the center chooses an arbitrary random number 
)(1, Nee ϕ≤≤ , such that ( )( ) 1,gcd =Ne ϕ where 

)1)(1()( −−= qpNϕ  is the Euler function of N  then 

center publishes ),( Ne  as the public key. Any entity can 

compute the entity sA'  extended AEIDID, by the 
following:  

)(mod)( NIDEID e
A ≡     

  ( ) }1,0{,,,........., 21 ∈= AjAtAA xyyy ,  )1( tj ≤≤  (3)                                                              

 where  Nt =  is the numbers of bits of N . 

Step 3. Center‘s secrete information: - The center chooses 
an arbitrary large prime number p  and q   and compute 

pqN =  and also generated n-dimensional vector a  and 

m-dimensional vector b   over  *
)( NZϕ  which satisfies 

( )naaaa ..,,........., 21= , ( )mbbbb ..,,........., 21=      (4)  

1)(2 −≤≤ Nba li ϕ , )1( ni ≤≤ , )1( ml ≤≤ , )( nm ≤   

JIpabJabI ≠−≠ )),1(mod(                  (5)                                                                    

Where I  and J are n-dimensional binary vector and stores 
it as the centers secret information. The condition of 
equation (5) is necessary to avoid the accidental coincidence 
of some entities secrete key. A simple ways to generate the 
vectors a  and b  is to use Merkle and Hellmans scheme 
[24]. 
          The center chooses a super increasing sequences 

corresponding to a  and b  as   )1(, niai ≤≤′ and 

)1(, mlbl ≤≤′   satisfies  

                            )(),(
1

nmNba
nil

li ≤<′′∑
≤≤

ϕ             (6)                  

Step 4: The center also chooses a w  which satisfies  

( )( ) 1,gcd =Nw ϕ , also compute n-dimensional vector a  

and m-dimensional vector b   as follows 

)1()),((mod niNwaa ii ≤≤′≡ ϕ ,        

)1()),((mod mlNwbb ll ≤≤′≡ ϕ                (7)                        

Where   
( )naaaa ..,,........., 21= , ( )mbbbb ..,,........., 21=  (8)                     

Remark 1: it is clear that the vector a and b defined by (8) 
satisfies (4)-(5) the above scheme is one method of 
generating n  and m  dimensional vectors a and b  satisfies 
(4)-(5). In this paper, we adopt the above scheme. However, 
another method might be possible. 
Step 5:  The center also chooses an unique integer 

)(1, Ndd ϕ≤≤  such that  
                  ))((mod1 Ned ϕ≡                                       (9)                        
Step 6: Center public information: The center chooses two 

arbitrary generators α  and  β  of  *
)( NZϕ  and computes n-

dimensional vector h  using generator α  & m-dimensional 
vector g  using generator  β  corresponding to the vector 

a and b . 

( )nhhhh ..,,........., 21= , ( )mgggg ..,,........., 21=  (10)                 

)1(),(mod niNh ia
i ≤≤= α ,  

                      )1(),(mod mlNg lb
l ≤≤= β              (11)                

The center informs each entity ( )gheN ,,,,, βα  as public 
information. 
Step 7: Each entity secrete key: Entity sA'  secrete keys as  

and bs are given by inner product of a and b  (the centre’s 

secret information) and AEID  (entity sA'  extended ID , 
see eqn.2) 

    ∑
≤≤

=

≡

nj
Ajj

Aa

Nya
NaEIDs

1
))((mod

))((mod
ϕ

ϕ
       (12) 

                ∑
≤≤

=

≡

nj
Ajj

Ab

Nyb
NbEIDs

1
))((mod

))((mod
ϕ

ϕ
      (13) 
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5. System Initialization Parameters 

5.1    Center Secrete information 

a  : n -dimensional vector, b  m-dimensional vector and d  
- is an integer {see (8)-(9)} 

 5.2    Center public information 

 h  : n -dimensional vector & g  m-dimensional vector {see 
eqn.(10-11)} p  and q :large prime   numbers,  e : random 

integers , two generator α and β  of *
)( NZϕ . 

5.3 Entity sA'  secrete keys  

  ),( ba ss {see eqn. (12, 13)} 

5.4 Entity sA'   public information 

 AID  is a −k dimensional vector {see eqn. (1)} 

6. Protocol of the proposed 
cryptosystem 

Without loss of generality suppose that entity B wishes to 
send message  M  to entity A. 

6.1   Encryption  

Entity B generates AEID  (Entity sA'  extended ID, see 

eqn.2) from AID . It then computes 1γ  and 2γ  from 

corresponding public information h  and g  and AEID  : 

( )∏∏
≤≤≤≤

==
ni

ya

ni

y
i NNh AiiAi

11
1 )(mod)(mod αγ   

     )(mod1
))(mod(

Nni
Aii Nya∑

≤≤=
ϕ

α   )(mod Nasα=  

∏∏
≤≤≤≤

==
ni

yb

ml

y
l NNg AllAl

11
2 )(mod)()(mod βγ   

     )(mod1
))(mod(

Nml
All Nyb∑

≤≤=
ϕ

β    )(mod Nbsβ=  

Entity B use 1γ  and 2γ   in Public key cryptosystem based 
on integer factoring and double discrete logarithm problem. 

Let )1(, NMM ≤≤ be entity sB'  message to be 
transmitted. Entity B select two random integer u and 

v such that ( )1)(2 −≤≤ Nuv ϕ  and computes  

)(mod1 NY uα≡  

)(mod2 NY vβ≡  

( ) )(mod)(mod)()( 2121 NYYMNM ba ssvu =≡ γγδ  
 And compute 

( ) )(mod11 NYC e≡  

( ) )(mod22 NYC e≡  

( ) )(mod NE eδ≡  

The cipher text is given by  ( )ECCC ,, 21=  

6.2   Decryption   

To recover the plaintext  M  from the cipher text  

Entity A should do the following  

Compute     )(mod)(mod 1
)(

1 NCNC aa ssN −− =ϕ  

And )(mod)(mod 2
)(

2 NCNC bb ssN −− =ϕ  

Recover the plaintext ( ) )(mod21 NECCM
dss ba −−=  

7. Security Analysis  

 In this section, we shall show three possible attacks by 
which an adversary may try to take down the new 
encryption scheme. For each attack, we define the attack and 
give reason why this attack could be failed.   

7.1 Direct Attack  

     Adversary wishes to obtain all secrete keys using all 
information available from the system. In this case, 
adversary needs to solve factoring and discrete logarithm 
problem with double distinct discrete exponent. The best 
way to factorize pqN =  is by using the number field 
sieve method (NFS) [28].but this method is just dependent 
on the size of modulus N .It is computationally infeasible to 
factor a 1024-bit integer and to increase the security of our 
scheme; we should select strong primes [29] to avid attacks 
using special purpose factorization algorithms. To maintain 
the same security level for discrete logarithm problem with 
double distinct discrete exponent, one must uses pqN =  

with ⎟
⎠
⎞

⎜
⎝
⎛ −

2
1p

 and ⎟
⎠
⎞

⎜
⎝
⎛ −

2
1q

  respectively is product of two 

512-bit primes. 

7.2 Factoring Attack  

Assume that the adversary successfully solves the factoring 
problem so that he knows secrete d . Thus he may obtain 

( ) )(mod)(mod21 NMNCC eddba =−− γ . 
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Unfortunately, at this stage he still does not knows secrete 
a  and b and cannot extract the plaintext  M  from the 
above expression. 

7.3 Discrete log Attack 
 

    An attacker should solve a discrete logarithm problem 
twice to obtain the private key given the public as following: 
1. In this encryption the public key is given by 

( )gheN ,,,,, βα  and the corresponding secret key is 

given by ( )ba ssd ,, . 

To obtain the private key ( )as  he should solve the 
 DLP  

( ) )(modlog Ns as
a αα≡  

        To obtain the private key ( )bs    he should solve the 
        DLP 

( ) )(modlog Ns bs
b ββ≡  

This information is equivalent to computing the 
discrete logarithm problem over multiplicative cyclic 

group *
)( NZϕ   and corresponding secrete key a  and b   

will never be revealed to the public. 
2. Say that attacker is able to obtain the secret integer u  

and v  from solve the DLP as  

)(modlog 1 NYu α≡ and )(modlog 2 NYv β≡  

He could derive the plaintext M  if and only if he 

manages to get ( ) )(mod,, 21 NCC
dba γ−− . 

3. An attacker might try to impersonate user A   by 
developing some relation between w  and w′  since 

)(mod1 NY aws≡γ  and )(mod1 NY asw′≡′γ   
Similarly 

)(mod2 NY bws≡γ and  )(mod2 NY bsw′≡′γ   by 

knowing ww ′,,, 21 γγ  the intruder can derive ′
1γ  

and 
′

2γ as )(mod
1

11 Nww ′−

=′ γγ and 

)(mod
1

22 Nww ′−

=′ γγ without knowing as  and bs  

however trying to obtain w  from α  and β  is 
equivalent to compute the discrete logarithm problem. 
 

8. Conclusion  

In this present paper an ID-based cryptosystem based on 
factoring and double discrete logarithm problem with 
distinct discrete exponents in the multiplicative group of 
finite fields. The proposed scheme satisfies Shamir’s 
original concepts in a strict sense, i.e. it does not require any 
interactive preliminary communications in each data 

transmission and has no assumption that tamper free 
modules are available. This kind of scheme definitely 
provides a new scheme with a longer and higher level of 
security than that based on a factoring and double discrete 
logarithm problem with distinct discrete exponents. The 
proposed scheme also requires minimal operations in 
encryption and decryption algorithms and thus makes it is 
very efficient. The present paper provides the special result 
from the security point of view, because we face the 
problem of solving factoring with double and triple distinct 
discrete logarithm problem at the same time in the 
multiplicative group of finite fields as compared to the other 
public key cryptosystem. In other words, one must break the 
factoring and discrete logarithm problem with double 
distinct exponent systems simultaneously to break our 
proposed system because we face the difficulty of solving 
the traditional discrete logarithm problem in the common 
groups. 
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